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Healthcare Continuity Planning

What Is It?

www.wakefieldbrunswick.com

“Preparedness is not solely about
planning for the next sudden influx of
patients but also about being prepared
for events that impact IT systems, the
physical plant, clinical and business
operations. Business Continuity
allows hospitals to more effectively
achieve this.”

www.wakefieldbrunswick.com




Emergency Management

An integrated approach to the
management of emergency programs
and activities for all four emergency
phases (mitigation, preparedness,
response, and recovery), for all types ¢
emergencies and disasters

Continuity of Operations (COOP)
Maintaining continuity of healthcare
delivery by sustaining or reestablishing
functional capabilities during and after
an all hazards incident

Business Continuity Source: BC Management Healthcare Provider 2011 Business Continuity
An integrated set of plans, procedures ~ Prosrm Management industry Benchmarking Report

and resources that may be used to

maintain and recover essential functions

impacted from any event causing an

interruption of healthcare delivery

services P e

Loss of IT

Loss of Facility/Physical Plant

Interruption to Clinical and
Business Operations
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Loss of IT

www.wakefieldbrunswick.com

2009: The New England Journal of
Medicine, estimates only 17% of
office-based physicians are using ]
some sort of EHR and 9% of hospitals
use electronic health records.

2011: Four-fifths of the nation’s
hospitals and 41% of office-based
physicians intend to take advantage
of federal incentive payments for
adoption and meaningful use of
certified electronic health records
(EHR) technology, according to
survey data released today by the
Office of the National Coordinator for
Health Information Technology
(ONC).
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“..the most significant technological
threat to patient safety the VA has
ever had.”

“The disruption severely interfered
with our normal operation,
particularly with inpatient and
outpatient care and pharmacy.”

www.wakefieldbrunswick.com
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Loss of Facility/Physical Plant




Loss of Facility/Physical Plant
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Interruption to Clinical and
Business Operations
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= 2006-2007 = 2007-2008 == 2008-present

FEB. 16, 2008 OCT. 17, 2009
5.96% 7.14%

MAY 2, 2009
273%
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WHO At least 4,999
deaths worldwide
are reported; All 10
HHS ILI regions
reported ILI above

March 17, 2009
First case in the
world of what would
later be identified as
swine flu origin region-specific
baseline levels

The Three Paradigms of
Business Continuity

One Size Fits All Paradigm: Reactive Model

Compliance-Based Paradigm: Adequacy Model

Integrated Paradigm: Resiliency Model
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One Size Fits All Paradigm: Reactive Model

Pre-Event Response Recovery

Good Intentions — Failed Recoveries

Unintended Consequences

Does not Leverage Internal
Resources & Expertise

Insurance, rather than Closures

BCM investment Job Losses

Lacks Understanding or
Participation in role in

i ﬂ Wairve
Economic Recovery AW G
17

Loss of Market Share

operations is 45 days BB i

Source: BC Management BCM ROI Report and Event Impact Management Report. 18




Compliance-Based Paradigm: Adequacy Model

Pre-Event Response Recovery
Adequacy — Not Excellence Activates Plan Loss of Revenue
il Works with What is Loss of Market Share
Limited Organizational Available

Governance & Ownership
Variable Efficacy During

Typically IT Dri M l:
ypically riven Mode RS

Extension of Disaster
Recovery




In Vermont, one of the top concerns for Rutland (Vt.) Regional
Medical Center was getting supplies to the 137-bed hospital
following road closures and flooding in the southern region of
the state.

Shore Health System’s Dorchester General Hospital, Cambridge,
Md., evacuated patients early Sunday morning because of wind
and water damage from Irene and closed for several days. The
decision was made after severe damage to the laboratory room
warranted the lab’s closure. The hospital also saw damage to its
operating rooms, central supply, some patient rooms and
chemotherapy unit.

Bon Secours Hampton Roads Health System in Norfolk, Va., said
two of its hospitals operated on emergency generators for
several hours, but all of its hospitals and emergency
departments remained open and accepted new patients.
Zultanky credited the smooth operations to planning and lessons
learned from’Hurricane Isabel in 2003. 2

Integrated Paradigm: Resiliency Model

Pre-Event Response Recovery

Reduced Losses of Life and
Essential Resources

Community
Recovery/Participation in

Leadership Understands and Recovery
Fulfills Role During Crisis
Implements Lessons
Strong Governance & Local Engages Stakeholders Learned to Reduce Risks
Ownership . .
) Actively Communicates and Reduced Short-Term
EM/BC Program Integration Responds using Feedback Revenue Losses
Direct Report to Leadership Loop Increased Market Share
Exceeds Compliance Seeks and Implements S P——
Requirements New/Innovative Solutions Em L

22
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EM/BCP Integration Healthcare
Resiliency Model

Security/Safety
[
Risk ‘
Management

www.wakefieldbrunswick.com

Business Continuity

Disaster Recovery

Healthcare

Emergency Management

Resiliency

Crisis
Communications

To establish and maintain a program that effectively prepares and responds to
emergencies and maintains the continuation of essential clinical, research,

business and administrative operations in the event of natural, technological,
man-made or public health emergencies.

Disaster Recovery
Planning

(DRP), which is focused
on:

Continuity/recovery of the
Information Technology
systems, infrastructure,
and telecommunication
services

www.wakefieldbrunswick.com

Business Continuity
Planning (BCP), which is
focused on:

Maintaining continuity of
healthcare delivery by
sustaining or reestablishing
functional capabilities

Emergency Management
(Em)

An integrated approach to
the management of
emergency programs and
activities for all four
emergency phases
(mitigation, preparedness,
response, and recovery),
for all types of
emergencies and disasters

Wi st

24
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Emergency Management & Business Continuity

Disaster Recovery Planning
(DRP), which is focused on:
Continuity/recovery of the
Information Technology
systems, infrastructure, and
telecommunication services

IT, Network and Telecom

vakefieldbrunswick.com

Program

Business Continuity Planning
(BCP), which is focused on:
Maintaining continuity of
healthcare delivery by sustaining
or reestablishing functional
capabilities

Business Clinical

Units Units Hesa

Emergency Management (EM)
An integrated approach to the
management of emergency
programs and activities for all
four emergency phases
(mitigation, preparedness,
response, and recovery), for all
types of emergencies and
disasters

Triage

Health e
Surge

Public Event
Specific

Data & Resources for Decision Support

Disaster Recovery Planning
(DR), which is focused on:

Continuity/recovery of the
Information Technology
systems, infrastructure, and
telecommunication services

Governance

Alignment with Organizational Priorities

Business Continuity Planning

(BCP), which is focused on:
Maintaining continuity of

Emergency Management
(Em)
An integrated approach to

healthcare delivery by sustaining the management of

or reestablishing functional
capabilities

emergency programs and
activities for all four
emergency phases
(mitigation, preparedness,
response, and recovery), for

all types of emergencies and

disasters

An integrated, multi-disciplinary program focused on supporting and stren

www.wakefieldbrunswick.com

organization’s core mission
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Aligning BCP with Organizational Strategy

Operational Considerations

Electronic Health Records
Understand the strategic priorities of your healthcare

Shifting Healthcare Landscape organization and align program goals and outcomes

Regulatory and Funding
Considerations

www.wakefieldbrunswick.com

Aligning BCP with Organizational Strategy

Operational Considerations .
Social Value

Electronic Health Records TR
Economic Impact

Shifting Healthcare Landscape Preserve Jobs
Operational Efficiency and Effectiveness

Regulatory and Funding Protect Assets, Staff and Visitors
Considerations

CELIEERRAE
7 B

www.wakefieldbrunswick.com
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Aligning BCP with Organizational Strategy

Operational Considerations
Shifting Healthcare Landscape

Regulatory and Funding
Considerations

www.wakefieldbrunswick.com
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Aligning BCP with Organizational Strategy

Operational Considerations

Electronic Health Records

Regulatory and Funding
Considerations

SLIEERE
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Aligning BCP with Organizational Strategy

Operational Considerations
Electronic Health Records

Shifting Healthcare Landscape

uuuuuuuu
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Cultivating Continuity

Key Elements of a Hospital
Continuity Program

16
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Define & Align with executive

.

Project Management Tools:

G overnance priorities Software/Excel Spreadsheet for
« Establish Steering Committee pokplan (Tasks', Resoliices Blidget)
& Status Reporting

.

Project Initiation & Management

Gain an understanding of the risks

.

Risk Assessment/Hazard Vulnerability
Analysis Tool

Report on risks and cost effective
Data strategies to mitigate these risks

Business Impact Analysis Tool

Measuring the Impact to Patient
Care and Patient Safety

Developing Business Continuity Joint Commission Gap Analysis Grid

Strategies
Developing EOP/BCP format and
integration

Cost/Benefit Calculation Tool

Integratlon Industry Benchmarking Data

Planning Software or Templates

Plans

.

Developing and Integrating

i Business Continuity Plans + Exercise Development Tools (HSEEP,
Planning y e
« Testing and exercises * Scorecard Template
Execution + Results monitoring + Goal/Metrics Table

Data collection of gaps and results
Data to drive future priorities

Action Plan Measures

gl

33

Case Example

e 6 month project

« 53 Managers and Directors
representing 121 clinical,
administrative, and research
departments

* 100% response rate —
compared to the typical
industry response rate of
45-85%

» Validated known and identified
unknown essential applications




Governance

Define & Align with executive priorities

Establish Steering Committee

» Executive partnership council that will include
both IT people and medical facilities being
served

 Medical centers to drive business
requirements

Project Initiation & Management

A committee responsible for program

governance who meet at least quarterly to

Steering Committee review progress reports and make
Chairperson decisions.

Members include executive sponsor (e.g.
Members €00), and key executives (e.g. CNO, VP
Facilities, CMO, VP Human Resources and
ClO).

A committee responsible for executing
projects/activities under the continuity

Continuity Committee

Chairperson program, led by the Continuity
Coordinator/Chairperson of this
Members committee.

Members include key operational leaders
(e.g. supply chain, clinical support services,
finance, risk/compliance, emergency
management, IT disaster recovery,
security, human resources, nursing)

The Continuity Coordinator can be a separate position or the responsibility of the emergency manager. In this case, these activities can be carried out
under the existing EM committee structure. However, this should only be considered in case when the emergency manager is a dedicated FTE to EM
and/or responsible for only 1 hospital.

Current trends show hospitals hiring dedicated FTEs to Emergency Management (70.45% of respondents in WB National Hospital Survey have 1 or

more full time staff dedicated to Emergency Management. Percentage of hospitals with full time staff dedicate to Continuity to be released in 2013

18



Data

+« Gain an ?
understanding of Large Scale, Large Scale,
th e riSkS Less Critical Critical
. B A
* Report on risks and
cost effective Scale
strategies to
mltlgate these rISkS Small Scale, Small Scale,
. I\/Ieasuril‘lg the Less Critical Critical
Impact to Patient D C
Care and Patient
Safety >
Criticality
A
37
Data

Business Impact Analysis

Identify essential services
that must be continued to
maintain essential operations
(supply chain, payroll,
research) and healthcare
delivery (patient care)
following a disaster

° o
o @
Information/Data'

19



Data—Objectives -

< Define the essential functions and systems

« Determine the realistic impact of unplanned disruptions @

« Identify organizational and systems interdependencies

« Recommend appropriate safeguards and controls

« Recommend appropriate recovery requirements

 Identify previously unknown application systems

« Quantify increased reliance on IS systems required for service
delivery

< Provide data to streamline processes, provide scalability and
stewardship of resources

« Identify operational interdependencies and unnecessary
redundancies that can support operations improvement

< Identify gaps in processes resulting in risks to patient safety &
quality

1

39

Data

Conduct B Analysis

. Design Data Tables

. Develop RTO/RPO Matrix

. Establish Impact Categories

. Design and Test
Questionnaire

. Establish Communications
Schedule

40
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Design Data Tables

Minimizes Data Entry Titles

Normalizes Data

Departments

Location/Building

Applications

RTO & RPO

Recovery Time Objective (RTO) defines the
maximum duration of a service or application
outage before significant operational, patient
care or family experience impacts occur.

Recovery Point Objective (RPO) is the point

in time of the last good backup of data offsite
at time of disaster and identifies the amount

of acceptable data loss.




RTO/RPO Matrix

RTO/
RPO

< 2 hours < 8 hours

<48 hours

>48 hours

RPO <1 hour: Little to No
Data Loss
Tolerated/Unable to
recreate data

Tier 1: High

Tier 2: High
avail/Synch avail/Asynch

RPO 24: One day of data
loss allowable or can be
recreated/ reentered
from back log or tape
back up

Tier 3: Hot Site

Tier 4: Drop
ship/Cold Site

Impact Categories

SAMPLE WEIGHT ASSIGNMENTS: IMPACT SCORES

Operations Impact

Patient Safety Impact

Family Impact

Description

N/A or blank
=72 hours
<72 hours
<24 hours

< 8 hours

<4 hours

0 heours

@ - null (er blank)
1 - Mone at all
2 - minimal risk
3 - moderate risk
4 - severe risk

5 - immediately life threatening

@ - null (er blank)
1 - nene at all

2 - minimal

3 - moderate

4 - severe

Weight

ANUw —o T oMt W= O

N =0

22



Questionnaire

e Questions that result in measurable
data

« Avoid highly subjective questions

» Give specific examples for them to
consider

Data

List the 3 most essential functions of the emergency

department. For each function:

* How would you rate the risk to patients when this
function is not available?

* |dentify essential dependencies to carry out each
essential function.

» List the 3 most essential IT applications for each
function.

* How many hours can you continue to perform the
essential function(s) while using downtime
procedures?

23



Lessons Learned

e Collect cost centers associated with each interview
» Ensure number of employees is in either total number or FTE's

* Work all interviewees information from one master spreadsheet;
hide columns you do not need

e Capture hours of operation

» Is daily revenue based on 365 days or business days? Does it vary
by dept. category (business vs. clinical)?

» Organize all data by same naming convention
¢ BIA department title_(Interviewee, Finance Data, etc.)

¢ Normalize data such as drop down menus for essential
functions, impacts

=N

Communications

Dec Jan Feb Mar Apr May June

. Initial Communication
. Initial Announcement — All Stakeholders
. E-mail and Presentation to Leadership
. E-mail @ upcoming BIA Schedule & Workshops
. Distribute Questionnaire & “What you will need” e-mail

. Final presentation to stakeholders

Weekly Leadership Note

24



Conduct @ Analysis Report

. Send Invitations

. Deliver Workshop

. Conduct Interviews
. Validate Responses

Send Invitations

» Upon finalizing the schedule, send
invitations to each interviewee and their
Vice President.

e Each interviewee receives the
guestions in advance.

25
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Deliver Workshop

« BIA Team

e Informational
Workshop

Conduct

1. Aggregate Data
2. QA Data
3. Conduct Analytics

FELIRRERE
HoRFTAL
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Essential
Function:
Services

N 4

Risk
Assessm

) 4

Impacts

) 4

v

Critical
Applicati

v

TN

Evaluate Processes

Probability, Impact, Risk

Dept $/Hr Impact

Safety, Patient Experience

Time,§sto Seversimpast

for Dependencies

27



Patient Safety

Essential Functions by Patient Safety Risk

M Life Safety M Severe ® Moderate Low

Anticipated functions
identified as essential

Functions of previously
unknown importance to
the safety of patients

55

Operational Impact

Function Department Productivity Loss
Patient Scheduling Scheduling 50%
Laboratory Services Lab Administration 40%
Emergency Care & Treatment Emergency Room 50%
Patient Care Ambulatory Services 50%

Diagnostic Radiology Radiology Administration 75%
Clinical Care Hematology and Oncology Clinic 50%
Patient Care Medical Unit 50%
Patient Care Intensive Care Unit 75%

28



Financial Impact

Reflects the cumulative financial impact of downtime

TOTAL FINANICAL IMPACT

I

per day across impacted departments

DEPARTMENTS
Department A

Department B

Department C

[ —

FINANCIAL IMPACT
$189,000.00

$64,000.00
$98,000.00

$351,000.00

‘ ‘ ‘ | = Department C

® Department A

= Department B

$50,000.00 $100,000.00 $150,000.00 $200,000.00 $250,000.00 $300,000.00 $350,000.00 $400,000.00

IT Application Recovery Tiers

Definition:

Critical Services for Core Hospital Operations and Patient Safety

Recovery Point Objective (RPO):

Within 15 minutes from original point of failure

Recovery Time Objective (RTO):

Less than 2 hours after declaration of disaster

Capacity Assumptions:

Limited capacity until event — On demand scale up within RTO

Definition:

Important Services — May be dependent on a Tier 1 service or application

Recovery Point Objective (RPO):

Within 15 minutes from original point of failure

Recovery Time Objective (RTO):

Within 72 hours after declaration of disaster

Capacity Assumptions:

Limited capacity until event — Scale up within 24 to 72 hours after declaration

Definition:

“Other” Services — little or no impact to Tier 1/2 restorations and recovered after

Recovery Point Objective (RPO):

Within 15 minutes from original point of failure

Recovery Time Objective (RTO):

Within 3 — 7 days after declaration of disaster

Capacity Assumptions:

Limited capacity until event — Scale up within 7 — 14 days after declaration

Definition:

Non-time Sensitive Services — can defer recover beyond 14 days

Recovery Point Objective (RPO):

Within 15 minutes from original point of failure

Recovery Time Objective (RTO):

Within 30 days after declaration of disaster or recover as needed

Capacity Assumptions:

Limited capacity until primary facility restored

29



Conduct B Analysis

1. Final Report
2. Executive Presentation

Data

Create and Deliver Presentation to Leadership

Prepare a draft BIA report using the initial impact findings and
issues

Provide a statement of the organizational goals and objectives

Summarize the impacts of those goals and objectives as a result of
a disruption

Provide a summary of the resource requirements over time to
recover and resume operations

The relative rankings of functions and applications

The timeframes for RTOs and their implications

The gap between current capabilities and requirements as defined

TRLIRRERT
HERFITAL

by the BIA L R
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M IT mBusiness M Clinical

Main Campus
Family Experience
Research
Patient Safety -
Ambulatory Clinic
Financial
Operational
14
Department
12 / Criticality
10
’\/ ——High
8 / ——Medium
6 —Low
4
2
0
8 24 72 96

% complete

SLAAASLLIL

Business Continuity Strategies

Emergency —cancel elective surgeries,
close non-essential buildings, etc.

Emergency — curtail some services, discharge some patients.

Emergency — sponge baths, ...

0 hrs 24 hrs 48 hrs 72 hrs

96 hrs

62
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Plan Components

* HICS and the Business Continuity Branch
Director

*  Supply Chain Interruptions

» Alternate Site Operations

» Vital Record and Vital Equipment

* IT and Operational Interdependencies

* HR Considerations

» Loss of Services (IT, Non-Medical)

» Loss of Facility

» Administrative and Research Divisions

* Recovery and Resumption of Operations

TELIRRERAE
HORFITAL

Business Continuity Planning
Effective 96 Hour Assessment

« WATER

CORE - FooD

* SUPPLIES

CR'TER'A SANITATION

TRANSPORTATION
+ COMMUNICATION

Lesson Learned: All essential elements of the medical response to a mass casualty

incident are sustained by a system of critical non-medical elements that provide
essential infrastructure.

FELIRRERE
HoRFTAL




Growth & Progress
m ﬂ

#BIA's # BIA's # Dept Plans
# Trained # Trained # Trained
# Exercises # Exercises # Exercises
Year 1: Align & Year 2: Enhance & Year 3: Optimize &
Standardize Integrate Sustain

Set goals and metrics. lllustrate a road map, then measure progress over time.

Measure and Illlustrate by Category

EXAMPLE: Disaster Recovery

Complexity N
(# of Data Centers) Data Center PPeratlons Cost
Risk Of Production Data Center Loss (millions)

30 $27.5

AN
15 \
10 \

$223

$18.3

2007 2009 2011 2007 2009 2011 2007 2009 2011
® Production W DR

High Availability Data Center Facilities
Large Geographic Separation

48 Hour Application Recovery/24 Hour Data Loss To Meet Business Requirements
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“Instead of worrying about evacuating or taking care of
additional numbers of people, we had to ask, what if
the facility closes? Can we make insurance claims? Do
we know how to relocate our information technology?
How would we reopen? How can we contact staff, who
might be spread out all over the country? What if you
lose all communications, and don’t have Internet
access? What do you do if you have to restart your
business after it has been closed for weeks? These are
huge learning curves that our staff had to figure out on
the fly.”

—Les Hirsch, Past President and CEO of Touro Infirmary during Katrina

Thank You

Angela Devlen
adevien@wakefieldbrunswick.com
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