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Course Objectives

Discuss the Responsibilities of the Healthcare Coalition
Members in Continuity Planning

Compare and Contrast Continuity and Emergency
Management

|dentify the Elements of a Continuity Plan

Utilize the Hazard Vulnerability (Risk) Assessment to
Guide Continuity Planning

|dentify and Prioritize Essential Functions
Conduct a Business Process and Impact Analysis

Outline Next Steps in the Development of the Hospital
Continuity Plan

Provide Resources for Continuity Planning




Course Logistics in a Virtual Environment

 Please focus on the course and don’t multitask!

(We know it is hard!)

* Ask questions by raising your hand or putting them
in the chat as we go

 We will stop at times to ask if there are any
guestions

e There will be break out sessions for hands-on
activities




Poll Number 1

What is the status of your current
Continuity planning?




The Healthcare Coalition and
Continuity Planning




The Healthcare Coalition (HCC)

HCCs are groups of individual healthcare and
response organizations in a defined geographic
location that serve as multi-agency coordinating

groups and support and integrate with public

health and medical services activities

(e.g., Emergency Support Function #8 (ESF-8))

ASPR 2017-2022 Health Care Preparedness and Response Capabilities
(Capabilities remain the same for FY 2019-2023)




Health Care Coalition Member

An HCC member is defined as an entity within the
HCC'’s defined boundaries that actively contributes
to HCC strategic planning, operational planning
and response, information sharing, and resource
coordination and management.

ASPR 2017-2022 Health Care Preparedness and Response Capabilities
(Capabilities remain the same for FY 2019-2023)




The Healthcare Coalition (HCC)

HCC member composition varies by
jurisdiction but should include four core members:
Acute Care Hospitals
Emergency Medical Services (EMS)
Emergency Management Organizations
Public Health Agencies

Other partners may include behavioral health, long-term care,
pharmacies, tribal entities, public safety, and many community-
based, and nongovernmental organizations




The Purpose of the HCC in
Emergency Response

A healthcare systemwide approach for preparing for,
responding to, and recovering from incidents that have
a public health and medical impact in the short and long-
term

The primary function is sub-state regional healthcare
system emergency preparedness activities involving the
health and medical members

This includes planning, organizing, equipping, training,
exercises, and evaluation




Healthcare Preparedness and Response
Capabilities (ASPR)

e Capability 1: Foundation for Health Care and
Medical Readiness

O Objective 5 — Ensure Preparedness is Sustainable

= Activity 5 — Promote Sustainability of Health Care
Coalitions

o Objective 3 — Develop an HCC Preparedness Plan

ASPR 2017-2022 Health Care Preparedness and Response Capabilities
(Capabilities remain the same for FY 2019-2023)




Healthcare Preparedness and
Response Capabilities (ASPR)

e Capability 2: Health Care and Medical Response
Coordination

o Goal: The HCC, the jurisdiction, and the ESF-8 lead
agency plan and collaborate to:
= Share and analyze information;
= Manage and share resources; and

= Coordinate strategies to deliver medical care to all
populations during emergencies and planned events




Healthcare Preparedness and
Response Capabilities (ASPR)

e Capability 3: Continuity of Health Care Service
Delivery

o Goal: Health care organizations, with support from the
HCC and the ESF-8 lead agency (NYSDOH):

" Provide uninterrupted, optimal medical care to all
populations in the face of damaged or disabled health
care infrastructure

= Simultaneous response and recovery operations result in a
return to normal or, ideally, improved operations




Healthcare Preparedness and
Response Capabilities (ASPR)

e Capability 4: Medical Surge

o Goal: Health care organizations—including hospitals,
EMS, and out-of-hospital providers—deliver timely and
efficient care to their patients even when the demand
for healthcare services exceeds available supply

o When an emergency overwhelms the HCC’s collective
resources, the HCC supports the healthcare delivery
system’s transition to contingency and crisis surge response
and promotes a timely return to conventional standards of
care as soon as possible




Defining the Terms:
Continuity Plan (CP)

Old term: Continuity of Operations or COOP

New term (FEMA): Continuity Plan or Business
Continuity Plan




Why is Continuity Planning so
Important?




The
average
time
to restore
to normal

operations
is 45 days.

Source: BC
Management BCM
ROI Report and
Event Impact
Management
Repor
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What is
Continuity of Operations?

vital rRecords,
55stcms;
The activities of agencies and andl Bauipnicns
organizations to ensure their
essential functions are performed
during or resume rapidly after a

disruption of normal activities.




Importance of the Continuity Plan (CP)

The CP can help an organization during an emergency or
disaster to:

* Protect patient safety by ensuring consistent access to
care

* Meet compliance, regulatory, and funding requirements

* Maintain the public image of your organization and public
trust in your providers

* Maintain revenue by continuing to see patients and to bill
for services rendered in a timely manner




The Importance of a CP

To protect patients, residents, and staff and
provide a safe environment of care

To meet Federal HHS/CMS requirements
and other local, state and federal
obligations




The Continuity Plan

* May be an annex to the organization’s Comprehensive
Emergency Management Plan (CEMP)

* Should utilize the Incident Command System (ICS)

T

Paraphrased from: 2017-2022 ASPR Health Care Preparedness and Response
Capabilities (Capabilities are the same for 2019-2023)
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Importance of CP Plan in a
Multi-Facility Organization

If your facility is part of a larger healthcare
consortium or parent company with multiple
facilities, CP planning must be integrated with the

consortium and all facilities
* All facilities should blend into an integrated, unified team

* Unified approach results in:
O A shared understanding of priorities and restrictions
O A single set of incident objectives
o Collaborative strategies
o Improved internal and external information flow

O Less duplication of efforts

O Better resource utilization




Importance of CP Plan in a
Multi-Facility Organization

The CP should be developed with input from the

“parent” company/consortium AND the individual
facilities

While there is one main plan, each individual facility
may have aa annex to the main CP plan to reflect unique
differences and/or situations, such as:

* Geography or isolation

* Number of residents/types of residents

* Available resources in the facility and community




Independent Organizations

If there is no “mother ship” for your
facility, it is imperative that you plan and
coordinate with adjacent facilities and
local emergency response agencies




Importance of the Continuity Plan

To be sure you can perform critical
activities when you need it the most!




The Bottom Line for CP

Unlike many other industries, hospitals have a
major responsibility to be able to provide ongoing
services.

During an emergency, the community relies on the
continued services of the hospital

The hospital has a great onus to function and
provide services when the community needs it
the most




Compare and Contrast Continuity
Planning with Emergency
Management




EM and CP are Different

Emergency Management
focuses on meeting the
incident objectives to address
the hazard

Continuity Planning focuses on
meeting organizational strategies,
ensuring the viability and functionality
of the organization, and minimizing lost
revenue




Example: Flooding

EM CP

Incident Objectives Incident Objectives
e Protect facility from flood e Protect facility from flood waters
waters
Strategies Strategies
e Sandbag low areas * Elevate building above flood waters during
remodel
e Create barrier
Tactics ® Ensure immediate availability of

sand/sandbags, pumps

e Build sandbag wall at loading
dock that is 7 bags high by 3 Tactics
bags wide

¢ Direct architects to include elevation in
design of remodel

e Build floodwall at low lying areas
e Purchase sand/sandbags

GIBBAL
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Integration of Emergency Management and
Continuity Planning




Emergency
Management

Plan

Disaster
Recovery Plan Continuity Plan
(m) Comprehensive
Emergency
Management
Program

/ N\

Risk Crisis
Management Communication
Plan Plan
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Defining Continuity Planning
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Defining Continuity

The ability to provide uninterrupted services and
support, while maintaining organizational viability,
before, during, and after an incident that disrupts
typical operations.

Federal Emergency Management Agency (FEMA)




What is a Continuity Plan (CP)?

* CP allows continuation of essential functions during
any incident that disrupts services

* A collection of resources, actions, procedures, and
information that are developed and tested

* Addresses the recovery of critical and essential facility
operations

oOn a short-term basis, like a power failure; or

oFor a longer term, such as in a natural disaster, when
services are impacted for several days or even weeks




Regulatory Mandates for
Continuity Planning




Regulatory Mandates - Federal

Centers for Medicare & Medicaid Services

* September 16, 2016, the final rule Emergency
Preparedness Requirements for Medicare and Medicaid
Participating Providers and Suppliers was published

* Rule was effective November 15, 2016

* Health care providers and suppliers must have complied
with and implemented all regulations by November 15,
2017




Centers for Medicare & Medicaid Services

The rule affects 17 provider and supplier types

Hospitals Ambulatory Surgical Centers
Religious Nonmedical Healthcare Institutions  Clinics

Hospices Public Health Agencies
Psychiatric Residential Treatment Facilities Home Health Agencies

Allielsive Caa for (e Ederd Comprehensive Outpatient Rehabilitation

Facilities
Transplant Centers Rehabilitation Agencies
Long-Term Care Facilities Rural Health Clinics and FQHCs
Intermediate Care Facilities for Individuals End-Stage Renal Disease Facilities

with Intellectual Disabilities

Critical Access Hospitals

GI@®BAL 40
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Poll 2

Is your organization a critical access hospital?
Yes/No

Does your organization include a long-term
care facility?

Yes/No




CMS Conditions of Participation

Three key essentials to ensure that
healthcare is available during emergencies:
* Safeguarding human resources
* Ensuring business continuity
* Protecting physical resources

1| I




Regulatory Mandates - Federal

Centers for Medicare & Medicaid Services

Emergency Preparedness Regulations for Hospitals,
including Critical Access Hospitals
Acute Care Hospitals (ACH) - HHS 42 CFR § 482.15
Critical Access Hospitals (CAH) — HHS 42 CFR s 485.625

Emergency Preparedness Regulations for Long Term Care (LTC) Facilities
HHS 42 CFR § 482.73(b)

Emergency Preparedness Regulations for Clinics, Rehabilitation Agencies,
and Public Health Agencies as Providers of Outpatient Physical Therapy and
Speech Pathology Services

HHS 42 CFR § 485.727

@I%GML 43




CMS Conditions of Participation
Core Elements

Maintain an Emergency Plan — Review Annually

* Based on a documented, facility- and community-based risk
assessment or Hazard Vulnerability Assessment (HVA)

* Include strategies for emergency events
* Address patient populations including persons at-risk

* Include a process for cooperation and collaboration with
local, tribal, regional, State and Federal emergency

preparedness officials




CMS Conditions of Participation
(ACH/CAH) — Core Elements

Policies and Procedures — Review/Update
Annually

* Require development and implementation of policies
and procedures based on the
o Emergency Plan
o Risk Assessment
o Communication Plan

* Provide for the subsistence needs for staff and patients
during evacuation or shelter in place
o Food, water, medical and pharmaceutical supplies
o Alternate sources of energy




CMS Conditions of Participation
Core Elements

Policies and Procedures — Review/Update Annually

 System to track location of on-duty staff and sheltered
patients in the hospital’s care

o If relocated, name of location
 Safe Evacuation from the facility

* A means to shelter in place (patients, staff, volunteers)

A system of medical documentation that preserves
o Patient information
o Protects confidentiality and security
o Maintains availability of records
o HIPAA compliant




CMS Conditions of Participation
Core Elements

Policies and Procedures — Review/Update Annually

* The use of volunteers, emergency staffing strategies
O Integration of state and federal healthcare professionals
o If relocated, name of location

* Development of arrangements with other hospitals and

providers to receive patients
o Use of alternate care sites




CMS Conditions of Participation
Core Elements

Communications Plan

* Names and contact information of:
o Staff
o Entities under arrangement/contract
o Physicians
o Other hospitals, entities, partners
o Volunteers

* A method for sharing information and medical
documentation of patients with other healthcare providers
to maintain continuity of care

o Information released must be in accordance with regulations and
laws




CMS Conditions of Participation
Core Elements

Testing and Training Plan
* Developed and updated annually
* Training on initial hire and at least annually
* Conduct exercises to test the emergency plan two per

year

o Participate in/conduct in one full scale facility or community-based
exercise AND

o One additional exercise that is functional or full scale or a tabletop
exercise

* Conduct an After-Action and revise plans as necessary




CMS Conditions of Participation —
ACH/CAH/LTC
Core Elements

Facilities Policies and Procedures
* Emergency and standby power
* Testing and inspection of systems
* Training on initial hire and at least annually

* Conduct exercises to test the emergency plan two per year

o Participate in/conduct in one full scale facility or community-based exercise
AND
o One additional exercise that is full scale or a tabletop exercise

* Conduct an After Action and revise plans as necessary




CMS Conditions of Participation

Coordination of Patient Care is stressed in the
new rule

* Patient care must be well-coordinated within the facility, across
health care providers, and with state and local public health
departments and emergency systems to protect patient health
and safety in the event of a disaster




CMS Final Rule Crosswalk
HANDOUT




Regulatory Mandates - Federal

Centers for Medicare & Medicaid Services,
HHS 42 CFR § 482.15

Emergency Preparedness Regulations

Link: https://www.gpo.gov/fdsys/pkg/FR-2016-09-
16/pdf/2016-21404.pdf



https://www.gpo.gov/fdsys/pkg/FR-2016-09-16/pdf/2016-21404.pdf
https://www.gpo.gov/fdsys/pkg/FR-2016-09-16/pdf/2016-21404.pdf

Other Regulatory Mandates for
Continuity Planning




The Joint Commission

* The Joint Commission standard for recovery and continuity of
operations is performance-based

* Emergency operations plan guides response to emergencies
and recovery after the emergency has passed

* Recovery efforts start during an event or after an event

* Recovery strategies and actions are designed to restore
systems critical to providing care, treatment, and services in the
most expeditious manner possible

* Emergency operations plans provide optimum flexibility to
restore critical services as soon as possible to meet community

needs EM.02.01.01

(https://www.jointcommission.org/standards/standard-fags/behavioral-health/emergency-management-em/000001351/)

GI@BAL
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https://www.jointcommission.org/standards/standard-faqs/behavioral-health/emergency-management-em/000001351/

The Joint Commission

Recovery strategies are to maintain a focus on
continuity of operations

Examples:

* Smooth transition from emergency to regular supply
chains

* Effective decoupling of services shared with other entities
during an event

» Use or return of stockpiled supplies

o Staff relief without affecting continuity of operations

* Creating the most seamless environment possible for
patients and patient care [EM.02.01.01]
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Health Facilities Accreditation Program

(A program of the American Osteopathic Association)

Standard 09.01.12 Business Continuity

The Emergency Operations Plan (EOP) identifies clinical
and business functions and the strategies required to
recover them with minimal disruptions to clinical

operations during the recovery phase of an emergency




Health Facilities Accreditation Program

Standard 09.01.12 Business Continuity requires
the hospital to:

oConduct a business impact analysis to ID critical functions
olmplement processes to recover critical functions
oDevelop a CP to manage disruptions

oConduct exercises
oRefers to NFPA 99, 1999 Edition, Chapter 11




NATIONAL INTEGRATED ACCREDITATION
FOR HEALTHCARE ORGANIZATIONS
(AKA DNV)

PE.6 EMERGENCY MANAGEMENT SYSTEM

* SR.1 The organization must provide a comprehensive
Emergency Management System to respond to emergencies
in the organization or within the community and region that
may impact the organization’s ability to provide services

* SR.2 The organization shall meet the requirements set forth in
NFPA 99 (2005), Chapter 12, Emergency Management




NFPA 99 (Healthcare Facilities)

(Citing 2005 edition — Chapter 12)

While there is no direct reference to continuity

plans, NFPA 99 outlines:

e 12.3.3.2 Continuity of Essential Building systems (e.g.,
utilities, communications)

* 12.3.3.5 Logistics: Uninterrupted access to critical
materials (e.g., food, supplies)

* 12.3.3.8 Operational Recovery: Plans to restore
operational capability to pre-disaster levels, including
fiscal aspects




NFPA 1600 - Specific CP Mandates

6.9 Business Continuity and Recovery.

The Continuity Plan shall:

*6.9.1 ... include recovery strategies to maintain critical or

time-sensitive functions and processes identified during the
business impact analysis

* 6.9.2 ... identify stakeholders that need to be notified; critical
and time-sensitive applications; alternative work sites; vital
records, contact lists, functions, and processes that must be

maintained; and personnel, procedures, and resources that
are needed while the entity is recovering

* 6.9.3 ... provide for restoration of functions, services,
resources, facilities, programs, and infrastructure




Continuity and the
Hospital Incident Command System




HICS Org Chart:

Operations

Chief

Qperations:

Staging
Manager

Personnel
Staging Team

Vehicle

Equipment/Supply
Staging Team

Staging Team

Medication

Staging Team

sesadununnn,

L
' F
Medical Care Infrastructure Security HazMat : C?J:ili:"z?:? Pa;'ﬁ?:ﬂﬁ:;"v
Branch Directar Branch Directar Branch Directar Branch Directar : Branch Directar Branch Directar
" .
n | |
|| Inpatient | | Power/Lighting Arccess Contral ﬁ:?_::;::: : [ | IT.ﬁ.SF:';:IE::IiJT:d : Social Services
Unit Leader Unit Leader Unit Leader Unit Leader : Unit Leader - Unit Leader
- | |
. T
| | Outpatient | | Water/Sewer | | Crowd Cantrol Spill Response : Service Continuity | = | | FIEUF:HI:::IIE":iDn
Unit Leader Linit Leader Unit Leader Unit Leader - Linit Leader = .
L n Unit Leader
| |
|
Wicti Recaord L
Casualty Care HVAC Traffic Control S itk -
Unit Leader B Unit Leader Unit Leader DRcAN ST  llaeasen u
Unit Leader u Unit Leader -
s 8
* 3
| | Behavioral Health | | Building/Grounds Search Facility/Equipment| Ysmsssmmmms
Unit Leader IUnit Leader Unit Leader Decontamination
Unit Leader
| | Clinical Support Medical Gases | | Lawlf_‘::_fr::?mt
Unit Leader Uit Leader -
Unit Leader
Fatient
L Registration
Unit Leader




Business Continuity Branch (from HICS)

The function of the Business Continuity Branch is to:

 Assist impacted hospital functions, departments and areas to
maintain, restore, or augment critical business functions, and

* Meet the designated recovery objectives and recovery strategies
outlined in the Incident Action Plan (IAP)




Questions?




B 2HH &y Colfactaremics, com

Preparation and
Readiness

is the key!

WHILE YOU WERE IN THE BUILDIMNG, DID
YOU COME ACROSS A BIS BINDER TITLED
"BUSIMNESS CONTINUITY PLAN™?







Leadership Support is Critical

External
Partners

Committee Department
Members Managers

LEADERSHIP

General Technical
Workforce Experts

Physicians



What is Leadership Support?

The Executive is not the Program/Project Leader

They are not required to be an expert in the topic

Their commitment to a program or project is demonstrated
by their long-term behavior

* Provide clear direction to ensure linkages with the organization's
overall strategy

» Secure resources and accountability throughout the organization

* Serve as a champion to their peers and beyond to educate and
secure buy-in

* Authority to troubleshoot accountability issues with managers

* Remove organizational roadblocks hindering progress




No leadership support
means...

* Staff is frustrated

* Resources and time are wasted

* Organization is vulnerable

* Can’t get on executive agendas to discuss

* Lack the financial resources to complete the assigned work

* No accountability for completion of work from committee
members or other managers

* Hard to get approval for activities that impact others (e.g.
planning, training, exercises, etc.)




Development of the CP

* |s a collaborative process

* The project has an end date, but the CP program is
ongoing

¢ Leadership empowers a program/project manager
and a committee
o Can be a subset of Safety/Emergency Management Committee

* The CPis a “living document” and must be

reviewed, updated and tested annually
o It cannot just sit on a shelf once completed
o Leadership must know how to put it into practice




The CP versus a CP Program

A CP contains:
* Prioritized lists of essential functions and processes

 Essential resources needed to support functions and
processes

 Written contingency plans
* Process usually led by the Emergency Manager

A CP “program” includes:
* Ongoing staff training
* Annual exercises
* Improvement planning
* Implementation of contingency procedures/strategies
* Annual plan reviews and updates
* Process usually overseen and required by leadership
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The planning committee should have representation
from all major subunits of the organization:
management, IT, operations, logistics, legal, risk
management, HR, etc.

Every department is involved in an integrated
plan, giving everyone a stake in that plan’s
success

When disaster strikes, everyone starts from the same plan &
procedure

Oh no! Not another committee!
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The CP Team

Build a team representing all
department levels:

Appoint a CP Coordinator
Managers and supervisors
Staff at all levels
Physicians

Engineering

Facilities staff




Review the Facility’s
Hazard Vulnerability Assessment

* Done as part of the facility Emergency Management
Plan

* Helps prioritize program activities and resources

e Understanding potential events allows the hospital
to plan for and mitigate the impacts of emergency
events

e Kaiser Permanente has updated (2021) HVA tools
online at:
https://www.calhospitalprepare.org/post/updated-
hva-tool-kaiser-permanente
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https://www.calhospitalprepare.org/post/updated-hva-tool-kaiser-permanente
https://www.calhospitalprepare.org/post/updated-hva-tool-kaiser-permanente

Components of a
Continuity Plan




CP Components

* Hazard Vulnerability Assessment
 Essential Functions, Personnel and Vendors
e Restoration Timeframes

* Leadership Succession/Delegation of Authority
* Staff Assignment/Re-deployment

* Alternate Work Facilities/Location
 Protection of Vital Records/Databases

* Specialized Equipment and Key Vendors
 Key Workplace Policies

e Communications Modes

* Devolution

* Recovery/Reconstitution

* Plan Maintenance



Essential Functions, Personnel, Vendors




Essential Functions
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Organizational Functions -
Mission Critical

What are the important functions the hospital
performs and supports the mission?

» Healthcare Service Delivery

» Access to health workforce

« Community/Facility Critical Infrastructure

» Access to Healthcare Supply Chain

 Access to Medical/Non-Medical Transportation System
« Healthcare Information Systems

« Healthcare Administration/Finance




Organizational Functions

The Organizational Functions listed in last slide are
common functions

Suggestion
v’ Review your organization’s strategic goals and mission

v Make the Continuity Plan organizational functions
consistent with the strategic goals!




Essential Functions — Defined

* Essential functions are the activities that cannot be
deferred during an emergency

* Essential functions are critical and urgent
o These activities must be performed continuously or
resumed quickly following a disruption

 They serve as key continuity planning factors
necessary to determine appropriate care delivery,
staffing, communications, essential records, facilities,
training, and other requirements



Essential Versus Non-Essential

There is a distinction between essential and important
(non-essential) functions

o Can include legal mandates

Deferring non-essential activities frees up resources that
can be redirected to those activities that cannot be
deferred

o Activities that can and cannot be deferred must be
identified




Essential versus Non-Essential

Within the facility most individuals and departments consider
their functions to be "essential"

Allow the organization to focus its efforts on what it takes to
function, even under dire and austere disruption and
circumstances

Taking the time to pre-identify and battle out the essential
functions will:

 Save time and money

* Minimize the risk of expending resources during and following an
emergency on inappropriate (non-essential) activities

Rather than labeling as non-essential, suggest using “important”
but not essential ©
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Essential versus Non-Essential

When identifying essential functions, it is important to
focus on the service, unit, department, and discipline
and NOT on the group or activity that you are
dependent on to perform the essential function

Examples:

* If you are working on the activities of the pharmacy,
power would not be YOUR essential function

* If you are working on the activities of Environmental
Services, laundry delivery from an outside source is NOT
your activity




Essential Functions - Prioritization

Criteria for prioritizing functions
* Varies by organization

Examples include:

e Public health, safety and welfare (including clinical
care)

e Revenue/financial impact

e Publicimage/confidence

* Service to vulnerable populations

e Civil liberties

* Federal/state regulatory requirements

* Legal requirements




Sample Hospital Essential Functions

JEmergency Services Obstetrics

(Emergency Department) JPharmacy Services
Surgical Services (Operating  QOPublic Relations

Room) JFood Services
JLaboratory Services Security

Health Information dLaundry

Technology JHealth Information
dPatient Care Unit Management

dCentral Supply dInfusion Chemotherapy
JHuman Resources JFiscal services (e.g.,
JEnvironmental accounting, payroll, billing)

Services/Housekeeping

Adapted from ASPR Healthcare COOP Template




Sub-Categorization of
Essential Functions

The next step is to create
sub-divisions within the overall
category and determine

essential (E)

or Important but Non-Essential (NE)




Essential Vs. Non-Essential

Essential
ope . . (E) or
. f k} /]
Overarching Category Sub-Category Specific tas a-ctlwty Non-
test, function .
Essential
(NE)
Patient screening and e
Triage prioritization
Rooming E
Emergency Services Physical and RN/MD initial e
assessment
Assessment by Documentation of
RN/MD E
assessment
Waste pickup in
Waste pétlent rooms and E
. . critical areas (e.g., ED)
. pickup/disposal
Environmental .
: Waste pickup from
Services . NE
offices
E

Cleaning of Patient

Upon Discharge




Essential Functions

ldentifying essential functions is the most important
AND time consuming step in development of the
Continuity Plan!

The essential functions drive all other activities in the
CP!




Relationship to Hazards and Risks

ldentifying essential functions is the most important
step in the Continuity Plan

As seasoned Emergency Managers, it is difficult to
assess critical functions without associating the
function to a specific hazard

e Each essential function will be assessed for its
vulnerability to risks later in the process

e Suggest that the Business Impact Analysis be done
after essential functions are identified

 Best done by the Safety Committee or Emergency
Management Committee and not the line staff




Business Impact Analysis Worksheet

Threat and Hazard Analysis

Essential Function Number 1:
Cardiovascular Services — Diagnostic Testing

Threat or = EF
. EF Risk
Threat or Threat or Hazard Hazard Vul ... | Failure
Entr . ulnerability Value
Hazard Characteristics Likelihood Impact
& (0-10) (0-30)
(0-10) (0-10)
Catezory 4 Sustained winds >130
EorY MPH; flooding, building
1 or5 _ 6 10 10 26
_ damage, power lines
hurricane o
down, facilities closed
Explosion (e.g., gas lines,
Explosion |terrorism) seriously
2 | of nearby | damages buildings, 2 9 7 18
buildings | kills/injures employees,




Questions?




Time for a break

15 minutes




Recovery Time Objectives




Prioritizing Essential Activities

Essential functions are prioritized by
Recovery Time Objective (RTO)

The RTO is the tolerable period of disruption of the
function/activity

The time it would take for adverse impacts to become
unacceptable as a result of not performing an activity
or providing a service or product

Any function which does not need
to be performed for 3 days is 2 4

ﬂ"fﬂnﬂﬂ“

not considered essential




RTO Timeframes

There are MANY scales for RTOs. Detailed
timeframes can be important in the moment of
crisis to better define actions based on
priorities!

Tier 5 Tier7 | Tier 8
4-7
days




RTO Timeframes Less Specific




RTO Timeframes — Narrative Helps

1 - Highest
2 — Medium
3 — Medium
4 - Lowest

Priority critical—life, health or safety issue if not
restored within one hour (RTO one hour or less,
normally performed on a 24/7 basis)

Priority urgent —will cause definite, irreparable
harm if not restored in less than 24 hours (RTO
1 hour to 24 hours—normally performed on a
24/7 basis)

Business Priority — will cause definite
irreparable harm if not restored in less than one
week (RTO: one to seven days —a function
that is routinely monitored on a daily basis.

Important to significant, but not time critical.
normal day-to-day functions that would NOT
cause irreparable harm if not restored within
the first 30 days (RTO: 1 week +)




Maximum Tolerable Downtime

The Maximum Tolerable Downtime is the maximum
length of time (in hours or days) that the service or
function can be discontinued without causing
irreparable harm to people (staff, patients, visitors) or
operations

While the RTO is the goal, it may not be achieved
The MTD is the absolute end point




Recovery Time - Actual (RTA)

Another time standard that can be used in Continuity
Planning is RTA, or Recovery Time - Actual

Defined: The pre-determined time based on when the
team can “actually” recover/restore services

Many prefer to use the Maximum Tolerable Downtime
(MTD) instead as it provides a timeframe that the
essential function MUST be restored




Let’ s Practice
Essential Functions
Recovery Time Objective
and

Maximum Tolerable Downtime




Exercise Objective

Time: 30 minutes
Break out rooms: 5-6 in each

Assignment:
* Assign a scribe and facilitator/reporter
* |dentify one overarching category in your area of expertise
* |dentify at least three sub-categories
* |dentify at least 2 specific activities/functions per subcategory

e Determine if essential or non-essential
e Assign an RTO and an MTD




Exercise Example

Essential
Overarching Spe.a.flc task, (E) or
Categor Sub-Category activity, test, Non-
gory function Essential
(NE)
Patient screening e
Triage and prioritization
Emereenc Rooming E
Beney | RN/MD initial
Services Physical and E
assessment
Assessment by Documentation of
RN/MD E
assessment
Waste pickup in
patient rooms and
gy E
Waste critical areas (e.g.,
Environmental pickup/disposal FD)
: Waste pickup from
Services . NE
offices
E

Cleaning of Patient

Upon Discharge




Resources

Sample Hospital Mission Essential Functions

0O Emergency Services
(Emergency
Department)

0 Surgical Services
(Operating Room)

0 Laboratory Services

0 Health Information
Technology

0 Patient Care Unit

0 Central Supply

0O Human Resources

0 Environmental
Services/Housekeeping

0 Obstetrics

0 Pharmacy Services

0 Public Relations

0 Food Services

0 Security

0 Laundry

0 Health Information
Management

0 Infusion
Chemotherapy

0 Fiscal services (e.g.,
accounting, payroll, billing)

Adapted from ASPR Heslthcare COCP Template

lonuy
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Subcategory Examples
Essential

rarchi Spa;:c_iﬁctaslc, (E) or
o et v e P
(NE)

Patient screening

E

Triage and prioritization
Rooming E
Emergency Services RM/MD initial
BN Physicaland a_isessmen : E
Acsessment by = =7 :
RN/MD ocumentation of £
assessment
Waste pickup in
patient reomsand £
Waste critical areas(e.g.,
Environmental pickup/disposal ED)
Gl Waste pl_ckl..lp from o=
offices
< = Upon Discharge E
Cleaning of Patient
= Daily/General

Rooms

Cleaning




Recovery Time Objectives

Tier1 | Tier 2 | Tier 3

hours | hours | hours




Exercise Objective

Group report out (15 minutes)

* Was the assignment clear and understandable?

* Were you able to identify categories, sub-categories and
essential functions/activities?

* Did you assign RTOs and MTDs?
* What was easy to identify and complete?
* What was difficult to do and why?

* To make an appropriate assessment, who else with
experience and expertise was needed in the discussion to
appropriately address the situation?




Questions?




End of Day One

> Give us feedback in the chat:

v Did the class increase your understanding of the
essential functions and how to determine the mission
critical functions?

v'Was the PPT content helpful?
**Could anything be improved, if applicable?

v'Did the breakout session help to understand how to
identify essential functions, Maximum Downtime and
Recovery Time Objectives?

**What could be improved, if applicable?

Thank you!!!
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Tomorrow, February 13th

* We will start promptly at 12:30 pm

* |[f you have any questions, please raise
your hand or put in chat.

*Please don’t multitask in the course, if
possible.




Continuity of Operations Planning
in the Healthcare Sector

February 12-13, 2024
Day 2

GIBBAIL

VISION CONSORTIUM



This course was made possible by

)} ROCHESTER

MEDICAL CENTER

Thanks to Anne D’Angelo, RN, MS and Eileen Spezio




Faculty

Cheryl Starling, RN, MS
Paul Penn, MS, CHSP, CHEP




Participants

Please put your name

and facility name in the chat




Course Logistics in a Virtual Environment

 Please focus on the course and don’t multitask!

(We know it is hard!)

* Ask questions by raising your hand or putting them
in the chat as we go

 We will stop at times to ask if there are any
guestions

e There will be break out sessions for hands-on
activities




Course Objectives

* Items in blue from Day 1

e Discuss the Responsibilities of the Healthcare Coalition
Members in Continuity Planning

e Compare and Contrast Continuity and Emergency
Management

e |dentify the Elements of a Continuity Plan

e Utilize the Hazard Vulnerability (Risk) Assessment to Guide
Continuity Planning

e |dentify and Prioritize Essential Functions
e Conduct a Business Process and Impact Analysis

e Qutline Next Steps in the Development of the Hospital
Continuity Plan

e Provide Resources for Continuity Planning
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Any questions before
we launch day 2?




Business Process Analysis




Business Process Analysis (BPA)

*Once essential functions are identified, it is important
to be able to accomplish the critical activities
(functions)

*A BPA examines, identifies, and maps the supports for
the execution of an essential function or requirement,
including:

O Functional processes

o Workflows and activities

O Personnel expertise
O Systems and data
o Facilities




Let’s Make It Simple ©

*Who will be responsible for ensuring the essential
functions are performed?

*\What staff (personnel) will be needed?

o Assighed personnel must have reasonable assignments so
they can accomplish the essential functions

*\What resources will be needed?

*What partners (internal or external) will be needed?

These are known as DEPENDENCIES




Business Process Analysis - Tools

* The BPA is best done by the people most familiar
with the processes with support from subject matter
experts

* Developing a BPA requires information, persistence,
and time

* All supporting elements necessary to accomplish
each essential function must be considered

* There are multiple tools available for BPA

Let’s look at a few examples
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FEMA BPA Data Sheet

Business Process Analysis (BPA) Data Sheet

Organization Name
Mission Essential Function #1 — BPA
Date

MEF #1: VWhat is the overarching and sub-category and essential function.

MEF Statement: Add a brief description of the essential function

MEF Narrative: Describe the essential function and why it is important to the organization,
patient care, employees, etc.

MEF Function Output: Create a list describing the products and services that are produced or
delivered. Include, if possible, performance measures and time metrics.

MEF Function Inputs: A list describing information, authorization, supplies, and services
required to perform the essential function and describe how each input supports the overall
processes.

Leadership: List the key senior leaders (by position and/or title) who are required to participate
directly in the performance of the essential function.

Staff: Ildentify staff requirements, including numbers and skills, authorities and/or certification.
This should include staff needed for essential function and denote shifts, back up personnel for a
24/7 operation. ldentify by position and/or skills (e.g., charge nurse, respiratory therapist).

Communications and IT: List general and unigue communications and IT requirements.

Facilities: Provide a description of the facility requirements to perform the essential function,
including offices space; industrial capacity and equipment; critical supporting infrastructure.

Resources and Budgeting: Describe critical supplies, services, and capabilities, and other
essential resources not listed elsewhere.

Partners and Interdependencies: List the internal and external partners and the
interdependencies needed to perform the essential function. Highlight any product or service
provided by the partner, the information shared or exchanged, and any other critical elements
that assist to accomplish the essential function.

Procedures and Business Process Flow: Add a detailed narrative or diagram that ties
together all of the elements involved in the process of performing the essential function.

A2 DGl G oL |

Source: FEMA Continuity Guidance Circular 2, FEMA P 789, O:tober 2013




FEMA BPA

Pros:
oDetailed narrative

oAddresses major categories

Cons:
oVery narrative
oMust be supported by other forms, charts, and plans
oNot useful during the emergency




Continuity Plan Worksheet

Developed by the California Hospital Association

Found at: www.calhospitalprepare.org/continuity-
resources

Benefits

oA spreadsheet that outlines all BPA data, grouped in
categories

oA tool can be used for planning AND response
oUses detailed RTO timeframes



http://www.calhospitalprepare.org/continuity-resources
http://www.calhospitalprepare.org/continuity-resources
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Business Process Analysis Tools

Demonstrate the form

To download the form, go to:

www.calhospitalprepare.org/continuity-resources



http://www.calhospitalprepare.org/continuity-resources

Business Process Analysis

When completing the BPA worksheet
* Be sure to focus on your unit or department

* The focus is not on a unit or department that provides
services to you

* Example:
* Power
°IT
* Materials/Supplies




BPA — Cardiovascular Services

Critical Business Processes

Business Process

Priority

RTO Tier #

Functional Yes/No?

Relocate To:

1 Diagnostic Testing

1

0-2 Hours

Registration

0-2 Hours

Reporting

2-12 Hours

16

17

18

19

20

& Critical Business Process Defined

A series of logically related activities or tasks when performed together produce a defined set of results.

A business process is considered critical if it creates or possesses value to the department's

stakeholders. The impairment of this process disrupts operations and does not meet customer neads,

catichis rmandatoms ranirilaticne/ract iiranhanfte nr allow, fho avaciifinn nf Ffho Aroanizoatinne rmiccinin




BPA Worksheet

Name of Department/Service: Cardiovascular Services

c 0 0 C U 10 -
d ( ed 10l OD|e e Pello v
Consumables/Disposables RTO
Post
Incident : Tier3 |_, . er 6 8- Tie er 8
Equipment Normal |\ cessm| GAP | Relocate To: [HNERS 124 | 1or4 11 Tier 5 4580 n
Level 2 Hrs 3 Days | 7 Days
ent Hrs D2 i
Inventory
1 |Crash Carts w/ Defibrillator 1 1 1 1 1 1 1 1 1
2 |Echo Machine 2 1 1 2 2 2 2 2 2
3 |EKG 5 1 1 1 1 1 1 1 1
4 |Nuclear Scanner 2 0 0 1 1 1 1 1 1
5  |Stress monitoring equipment| 11 0 0 0 6 6 6 11 11
6  [Treadmills 3 0 0 0 0 1 2 3 3
7 |Wheelchairs 2 2 2 2 2 2 2 2 2




BPA Worksheet - Staffing

Staffing Positions
Physical

Post Incident Presence
Positions required? Normal Level | Assessment GAP Required (P), |
Inventory Telecommute 0%
(T), or Both (B) ME |
1 Clinical Manager 1 P 1 1 1 1 1 1 1 1
MD 6 P 1172 221212 2 2
RN 2 P 1 T 1202 02 22
Secretary 1 P 0 1 1 1 1 1 1 1
Technician 9 P 46 6 9179 919 9

o |~ {0 O il oo idD




CP Concepts on Staffing

International Standards Organization (ISO)

Released ISO/TS 22330 in July 2018: Security and
resilience — Business continuity management systems —
Guidelines for people aspects of business continuity

* |SOis anindependent, non-governmental international
organization with a membership of 162 national
standards bodies

* These are voluntary, consensus-based international
standards

* No force of law or regulation

= Cost for the document ($185 for non-members)
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SO 22330

This document provides key points and concepts that
should be included in the CP for organizations

* Establishes overarching requirements for people aspects of
business continuity

o Competence

O Awareness

o Communications

o Organization’s Duty of Care
* People impacts
Ongoing safety, security, and productivity
Retention and development of skills and talents
Recruitment of people
Engagement and morale

O O O O




BPA Worksheet

Technology & Equipment Critical Processes

Functional
IS Resources Work Around | RTO Tier # RTA Yes/No? GAP

1 {MS4 Yes 0-2 Hours

2 Doctors Portal No 0-2 Hours

EE Timcard:

3 |* Kronos Yes 2-12 Hours

4 {Internet Connectivity Yes 1-3 Days

5

6

7

8

9

recover/restore services

RTO and RTA measured as:

RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually"

RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored
after a disaster in order to avoid unacceptable consequences due to a break in business continuity




| Memate or : Have : .
: Physial Functon ) . Reporting ~ Reporting | Post ncidert Tierd | Tier 5 RERRALE
Records Relevance Meda Type A Backup Wi Downtime | Regultory Requirement oy S | ket | G s o R
Source Manual?
Inventory AT Days Days Da
Medical Records High ElectronicPaper Yes  Tape Yes Yes 10 COPH

co joo |—a oo (o o= oo iro | —

= iI=

~




Departmental Dependencies

Internal or Location L
Contact Info[;r;;\;f;efnocriiepartmental txemal | Workiow | (Orse
Dependencies Offsite)
Contact Name.  Company  Phone Number
Data
Communicat
TS Internal ~ ions Offsite IS Helpdesk | Hospital IS 510-555-1212
Medical Medical
Medical Supplier External  Supplies Offsite John Doe Company X 888-555-1212

~ IO O i LI




Tiers

		[Hospital Name]

		Business Continuity Plan

		View by Tier

		Tier 1 (0-2 hours)

		Department		Critical Business Function/Process		Priority		Functional Yes/No?		Work Around?

		Admin		Support		1

		Cardio Services		Diagnostic Testing		1

				Registration		1

		Cath Lab		Discharge		1

				Treatment		1

		Critical Care Unit (CCU)		Admissions		1

				Transfer		1

				Treatment		1

		Dietary		Delivery of Food		1

				Dishwashing		1

				Maintaining Sanitation		1

				Menu Planning		1

				Patient Food Modification		1

				Preparing Food		1

				Receive Diet Orders		1

		Emergency Department		Diagnostic Testing		1

				Emergency Treatment		1

				Triage		1

		HIM		Chart archive management		1

				Dictation		1

				Release of information		1

		HR		Execute Task		1

				Manage Traveling Nurses		1

				Receive Request		1

				Triage Priority		1

		Information Services		Diagnosis		1

				Fix the Problem		1

				Triage		1

		Laboratory		Blood Bank/Transfusion Services		1

				Point of Care		1

				Registration / Receive order		1

				Report		1

				Specimen Collection		1

				Testing		1

		Medical Imaging		Patient Registration
Patient info input to RIS		1

				Perform Imaging		1

				Process image
CR processors (needed to process and view imaging studies)		1

				Radiologist interprets images		1

				Send images to PACS		1

		Med Surg		Admissions		1

				Transfer/Discharge		1

				Treatment		1

		Nursing Admin		Documentation		1

				Manage Float Pool		1

				Nursing Supervision		1

				Process for Admission		1

				Receive Request		1

				Staff Units		1

				Triage Priority		1

		Perianesthesia Care Unit		Complete / Review Preoperative assessment		1

				Discharge		1

				Patient Admission		1

				Phase II Recovery		1

		Pharmacy		Dispensing of Orders		1

				Processing Medication Orders		1

		Rehab Services		Treatment		1

		Respiratory		Assessment		1

				Intervention		1

		Sterile Processing		Clean Equipment / Instruments		1

				Decontaminate Equipment / Instruments		1

				Distribute Equipment / Instruments		1

				Manage Code Carts		1

				Package Equipment / Instruments		1

				Receive Equipment / Instruments		1

				Sterilize Equipment / Instruments		1

		Surgery		Complete Preoperative Checklist		1

				Procedure performed		1

				Room Turnover		1

				Schedule		1

				Supply & Equipment Management		1

				Transfer to recovery		1

		Surgical Care Unit		Admissions		1

				Treatment		1

				Transfer / Discharge		1

		Telemetry		Admissions		1

				Transfer		1

				Treatment		1

		Women's Health Center (WHC)		C-Sections		1

				Maternal Labor & Delivery Management		1

				Triage		1

		Cath Lab		Registration		2

		Information Services		Close ticket		2

		Respiratory		Re-evaluation		2

		Sterile Processing		Store Equipment / Instruments		2

		Tier 2 (2-12 hours)

		Department		Critical Business Function/Process		Priority		Functional Yes/No?		Work Around?

		Cardio Services		Reporting		1

		Emergency Department		Fast Track Treatment Area		1

		Laboratory		Path Services		1

		Medical Imaging		Reporting		1

		Rehab Services		Assessment		1

				Diagnostic Testing		1

		Emergency Department		Disposition - Discharge / Admit		2

				Registration		2

		HR		Documentation		2

		Women's Health Center (WHC)		Post Partum Care		2

		Tier 3 (12-24 hours)

		Department		Critical Business Function/Process		Priority		Functional Yes/No?		Work Around?

		Laboratory		Micro-Biology Services		1

				Ordering Supplies		1

		Women's Health Center (WHC)		Special Care Nursery		1

		Dietary		Order Supplies		2

		Respiratory		Diagnostic Testing		3

		Tier 4 (1-3 days)

		Department		Critical Business Function/Process		Priority		Functional Yes/No?		Work Around?

		HIM		Chart assembly & analysis		1

				Coding		1

		Pharmacy		Procurement Meds and Supplies		2

		Women's Health Center (WHC)		Registration		3

		HIM		Record Filing		4

		HR		Follow Up		4

				Labor Relations		4

		Tier 5 (4-7 days)

		Department		Critical Business Function/Process		Priority		Functional Yes/No?		Work Around?

		Perianesthesia Care Unit		Pre OP visit		1

		Tier 6 (8-14 days)

		Department		Critical Business Function/Process		Priority		Functional Yes/No?		Work Around?

		Tier 7 (15-30 days)

		Department		Critical Business Function/Process		Priority		Functional Yes/No?		Work Around?

		Tier 8 (31+ days)

		Department		Critical Business Function/Process		Priority		Functional Yes/No?		Work Around?

		HIM		Audits (Internal & External)		1

		Rehab Services		Evaluation		1

				Receive Order		1

		Rehab Services		Develop Plan of Care		2

		Rehab Services		Discharge Planning		3
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Emergency Department

Pharmacy

HIM

Cardio Services

Cath Lab

Critical Care Unit (CCU)

HR

Dietary

Rehab Services

Rehab Services

Admin

HIM

HIM

Women's Health Center (WHC)

HIM

Medical Imaging

Laboratory

Dietary

HR

Respiratory

Women's Health Center (WHC)

Women's Health Center (WHC)

Information Services

Cath Lab

Respiratory

Sterile Processing

Information Services

HR

Laboratory

Medical Imaging

Med Surg

Nursing Admin

Perianesthesia Care Unit

Pharmacy

Respiratory

Sterile Processing

Surgery

Surgical Care Unit

Telemetry

Women's Health Center (WHC)

Emergency Department

Cardio Services

Rehab Services

Emergency Department

Laboratory

Perianesthesia Care Unit

Rehab Services

Rehab Services



Admin

		Business Continuity Plan

		Admin

		Business Continuity Plan																Business Continuity Plan

		Admin																Admin

		Critical Business Processes																Critical Equipment or Resources

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Support		1		0-2 Hours										Consumables/Disposables												RTO

		2																		Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3																1		Computers		11								0		0		3		3		7		11		11		11

		4																2		Copier		1								0		0		0		1		1		1		1		1

		5																3		Fax		1								0		0		0		1		1		1		1		1

		6																4		Phones		11								2		2		2		3		7		11		11		11

		7																5		Printers		6								0		0		0		1		1		6		6		6

		8																6

		9																7

		10																8

		11																9

		12																10

		13																11

		14																12

		15																13

		16																14

		17																15

		18																16

		19																17

		20																18

																		19

																		20

																		21

																		22

																		23

																		24

																		25

																		26

																		27

		Technology & Equipment Critical Processes																Staffing Positions

				IS Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Assistant Admin		1						B		1		1		1		1		1		1		1		1

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		CEO		1						B		1		1		1		1		1		1		1		1

		4		Internet Connectivity		Yes		1-3 Days										3		CFO		1						B		1		1		1		1		1		1		1		1

		5																4		CNE		1						B		1		1		1		1		1		1		1		1

		6																5		Comm. Director		1						B		1		1		1		1		1		1		1		1

		7																6		Secretary		5						B		5		5		5		5		5		5		5		5

		8																7		UPMA		1						B		1		1		1		1		1		1		1		1

		9																8

		RTO and RTA measured as:																9

																		10

																		11

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12

																		13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		High		Electronic/Paper				Yes		Tape		Yes		Yes		TJC CDPH										X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk		Hospital IS		510-555-1212

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Medical Company X		888-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



Cardio Services

		Business Continuity Plan

		Cardiovascular Services

		Business Continuity Plan																Business Continuity Plan

		Cardiovascular Services																Cardiovascular Services

		Critical Business Processes																Critical Equipment or Resources

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Diagnostic Testing		1		0-2 Hours										Consumables/Disposables												RTO

		2		Registration		1		0-2 Hours												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Reporting		1		2-12 Hours										1		Crash Carts w/ Defibulator		1								1		1		1		1		1		1		1		1

		4																2		Echo Machine		2								1		1		2		2		2		2		2		2

		5																3		EEG		1								1		1		1		1		1		1		1		1

		6																4		EKG		5								2		4		4		5		5		5		5		5

		7																5		Nuclear Scanner		11

		8																6		Stress Monitoring Equipment		1								1		1		1		1		1		1		1		1

		9																7		Treadmills		1								1		1		1		1		1		1		1		1

		10																8		Wheelchairs		2								2		2		2		2		2		2		2		2

		11																9

		12																10

		13																11

		14																12

		15																13

		16																14

		17																15

		18																16

		19																17

		20																18

																		19

																		20

																		21

																		22

																		23

																		24

																		25

																		26

																		27

		Technology & Equipment Critical Processes																Staffing Positions

				IS Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Clinical Manager		1						P		1		1		1		1		1		1		1		1

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		MD		6						P		1		2		2		2		2		2		2		2

		4		Internet Connectivity		Yes		1-3 Days										3		RN		2						P		1		1		1		2		2		2		2		2

		5																4		Secretary		1						P		0		1		1		1		1		1		1		1

		6																5		Technician		9						P		4		6		6		9		9		9		9		9

		7																6

		8																7

		9																8

		RTO and RTA measured as:																9

																		10

																		11

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12

																		13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		High		Electronic/Paper				Yes		Tape		Yes		Yes		TJC CDPH										X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk		Hospital IS		510-555-1212

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Medical Company X		888-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



Cath Lab

		Business Continuity Plan

		Cardiac Cath Lab

		Business Continuity Plan																Business Continuity Plan

		Cardiac Cath Lab																Cardiac Cath Lab

		Critical Business Processes																Critical Equipment or Resources

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Discharge		1		0-2 Hours										Consumables/Disposables												RTO

		2		Treatment		1		0-2 Hours												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Registration		2		0-2 Hours										1		Balloon Pump		2								1		1		2		2		2		2		2		2

		4																2		Bedding - Sheets / Blankets		12								12		12		12		12		12		12		12		12

		5																3		Blanket Warmer		1								1		1		1		1		1		1		1		1

		6																4		Cardiac Monitors with defibrillator capabilities		2								2		2		2		2		2		2		2		2

		7																5		Communications Equipment		5								2		3		3		5		5		5		5		5

		8																6		Computers		5								2		3		3		5		5		5		5		5

		9																7		Crash Carts		1								1		1		1		1		1		1		1		1

		10																8		Gowns		12								12		12		12		12		12		12		12		12

		11																9		Infusion Pumps		3								3		3		3		3		3		3		3		3

		12																10		Lighting		1								1		1		1		1		1		1		1		1

		13																11		Portable Ultra Sound		1								1		1		1		1		1		1		1		1

		14																12		Portable X-ray machine		1								1		1		1		1		1		1		1		1

		15																13		Power Injector		1								1		1		1		1		1		1		1		1

		16																14		PPE		12								12		12		12		12		12		12		12		12

		17																15		Pulse Ox		2								2		2		2		2		2		2		2		2

		18																16		Pyxis		1								1		1		1		1		1		1		1		1

		19																17		Stretchers / Gurney		5								5		5		5		5		5		5		5		5

		20																18		Temporary Pace Maker		2								1		2		2		2		2		2		2		2

																		19		X-ray machine		1								1		1		1		1		1		1		1		1

																		20

																		21

																		22

																		23

																		24

																		25

																		26

																		27

		Technology & Equipment Critical Processes																Staffing Positions

				IS Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Staff RN		3						P		1		2		2		2		2		2		2		2

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		Special Procedure Tech		4						P		3		3		3		4		4		4		4		4

		4		Internet Connectivity		Yes		1-3 Days										3

		5																4

		6																5

		7																6

		8																7

		9																8

		RTO and RTA measured as:																9

																		10

																		11

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12

																		13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		High		Electronic/Paper				Yes		Tape		Yes		Yes		TJC CDPH										X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk		Hospital IS		510-555-1212

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Medical Company X		888-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



Critical Care Unit (CCU)

		Business Continuity Plan

		Critical Care Unit

		Business Continuity Plan																Business Continuity Plan

		Critical Care Unit																Critical Care Unit

		Critical Business Processes																Critical Equipment or Resources

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Admissions		1		0-2 Hours										Consumables/Disposables												RTO

		2		Transfer		1		0-2 Hours												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Treatment		1		0-2 Hours										1		Bair Hugger blanket		2								2		2		2		2		2		2		2		2

		4																2		Bedding - Sheets / Blankets		12								12		12		12		12		12		12		12		12

		5																3		Beds		8								8		8		8		8		8		8		8		8

		6																4		Cardiac Monitors in patient rooms		12								12		12		12		12		12		12		12		12

		7																5		Cardiac Transport Monitors		1								1		1		1		1		1		1		1		1

		8																6		Central Line Cart		1								1		1		1		1		1		1		1		1

		9																7		Central Station Monitor		1								1		1		1		1		1		1		1		1

		10																8		Communications Equipment		3								3		3		3		3		3		3		3		3

		11																9		Computers on wheels		2								2		2		2		2		2		2		2		2

		12																10		Crash Cart Cardiac Monitors with defibrillator capabilities		1								1		2		2		2		2		2		2		2

		13																11		Desktop Computers		5								4		4		4		5		5		5		5		5

		14																12		Doppler		1								1		1		1		1		1		1		1		1

		15																13		eICU		8								8		8		8		8		8		8		8		8

		16																14		Gowns		?								?		?		?		?		?		?		?		40

		17																15		Ice Machine		1								0		0		0		1		1		1		1		1

		18																16		Med Refrigerator		1								1		1		1		1		1		1		1		1

		19																17		Normal Saline		?								?		?		?		?		?		?		?		?

		20																18		O2 E bottles		3								3		3		3		3		3		3		3		3

																		19		Pace Makers		3								1		1		1		3		3		3		3		3

																		20		PPE		2								2		2		2		2		2		2		2		2

																		21		Pt Refrigerator		1								1		1		1		1		1		1		1		1

																		22		Pyxis		1								1		1		1		1		1		1		1		1

																		23		Wall mounted eMap computers		8								8		8		8		8		8		8		8		8

																		24

																		25

																		26

																		27

		Technology & Equipment Critical Processes																Staffing Positions

				IS Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Assist Manager		1						P		1		1		1		1		1		1		1		1

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		Charge Nurse		4						P		1		1		1		1		1		1		1		1

		4		Internet Connectivity		Yes		1-3 Days										3		Director		1						T		1		1		1		1		1		1		1		1

		5																4		Staff RN		4						P		4		8		8		4		4		4		4		4

		6																5		Telemetry Tech		3						P		1		1		1		1		1		1		1		1

		7																6

		8																7

		9																8

		RTO and RTA measured as:																9

																		10

																		11

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12

																		13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		High		Electronic/Paper				Yes		Tape		Yes		Yes		TJC CDPH		CDPH		As Needed						X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Hospital IS		510-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



Dietary

		Business Continuity Plan

		Dietary

		Business Continuity Plan																Business Continuity Plan

		Dietary																Dietary

		Critical Business Processes:																Critical Equipment or Resources:

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Delivery of Food		1		0-2 Hours										Consumables/Disposables												RTO

		2		Dishwashing		1		0-2 Hours												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Maintaining Sanitation		1		0-2 Hours										1		Can Opener		1								1		1		1		1		1		1		1		1

		4		Menu Planning		1		0-2 Hours										2		cash registrar		1								0		1		1		1		1		1		1		1

		5		Patient Food Modification		1		0-2 Hours										3		Coffee Urn		2								1		2		2		2		2		2		2		2

		6		Preparing Food		1		0-2 Hours										4		computer		4								1		2		2		4		4		4		4		4

		7		Receive Diet Orders		1		0-2 Hours										5		Deep Fat Fryer		1								0		0		0		1		1		1		1		1

		8		Order Supplies		2		1-3 Days										6		Dishwasher		1								1		1		1		1		1		1		1		1

		9																7		Flat Grill		1								0		1		1		1		1		1		1		1

		10																8		Freezers		1								0		1		1		1		1		1		1		1

		11																9		Ice Machine		2								2		2		2		2		2		2		2		2

		12																10		Meat slicer		1								0		1		1		1		1		1		1		1

		13																11		Microwave		1								1		1		1		1		1		1		1		1

		14																12		Oven		5								2		5		5		5		5		5		5		5

		15																13		phone		5								1		3		3		5		5		5		5		5

		16																14		Refrigerated Salad Bar		1								0		0		0		1		1		1		1		1

		17																15		Refrigerators		5								0		5		5		5		5		5		5		5

		18																16		Steam Table		2								0		2		2		2		2		2		2		2

		19																17		Steamer		1								0		1		1		1		1		1		1		1

		20																18		Stove		1								1		1		1		1		1		1		1		1

																		19		Toaster		2								0		1		1		2		2		2		2		2

																		20		Walk in freezer		1								0		1		1		1		1		1		1		1

																		21		Walk in refer		1								0		1		1		1		1		1		1		1

																		22

																		23

																		24

																		25

																		26

																		27

		Technology & Equipment Critical Processes																Positions

				IT Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Cook		2						P		1		1		1		2		2		2		2		2

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		Cook's Helper		1						P		1		1		1		1		1		1		1		1

		4		Internet Connectivity		Yes		1-3 Days										3		Diet Aides		2						P		1		1		1		2		2		2		2		2

		5																4		Dietary Worker		9						P		6		6		6		9		9		9		9		9

		6																5		Dietician		3						P		0		1		1		3		3		3		3		3

		7																6		Dietician Manager		1						P		0		0		0		1		1		1		1		1

																		7		Dishwasher		2						P		1		1		1		2		2		2		2		2

		8																8		PM Utility		1						P		0		1		1		1		1		1		1		1

		9																9

		RTO and RTA measured as:																10

																		11

																		12

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		High		Electronic/Paper				Yes		Tape		No		Yes		TJC CDPH										X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Hospital IS		510-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



ED

		Business Continuity Plan

		Emergency Department

		Business Continuity Plan																Business Continuity Plan

		Emergency Department																Emergency Department

		Critical Business Processes																Critical Equipment or Resources

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Diagnostic Testing		1		0-2 Hours										Consumables/Disposables												RTO

		2		Emergency Treatment		1		0-2 Hours												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Fast Track Treatment Area		1		0-2 Hours										1		Airway Management Equipment		9								9		9		9		9		9		9		9		9

		4		Triage		1		2-12 Hours										2		Bed Warm/Cool equipment (Bair)		1								1		1		1		1		1		1		1		1

		5		Disposition - Discharge / Admit		2		2-12 Hours										3		Bedding - Sheets / Blankets		132								200		200		200		120		120		120		120		120

		6		Registration		2		2-12 Hours										4		Bipap		2								2		2		2		2		2		2		2		2

		7																5		Broselow Cart		2								2		2		2		2		2		2		2		2

		8																6		Cardiac Monitors		24								24		24		24		24		24		24		24		24

		9																7		Cardiac Monitors with defibrillator capabilities		6								6		6		6		6		6		6		6		6

		10																8		Commode		6								2		2		2		6		6		6		6		6

		11																9		Communications Equipment - RediNet, Radios		1								1		1		1		1		1		1		1		1

		12																10		Computers		30								10		10		10		20		30		30		30		30

		13																11		Copier		2								1		1		1		2		2		2		2		2

		14																12		Crash Carts		6								6		6		6		6		6		6		6		6

		15																13		EKG Machine		2								2		2		2		2		2		2		2		2

		16																14		Gowns		132								200		200		200		120		120		120		120		120

		17																15		IV Pumps		12								6		6		6		6		12		12		12		12

		18																16		Lighting		5								5		5		5		5		5		5		5		5

		19																17		PPE carts / hanging door device		8								12		12		12		8		8		8		8		8

		20																18		Sonosite		1								1		1		1		1		1		1		1		1

																		19		Stretchers / Gurney		44								44		44		44		44		44		44		44		44

																		20		Suction Equipment		38								19		19		19		19		38		38		38		38

																		21		Ventilators		4								4		4		4		4		4		4		4		4

																		22		Water / Normal Saline		50								200		200		200		200		100		100		50		50

																		23		Wheelchairs		10								10		10		10		10		10		10		10		10

																		24

																		25

																		26

																		27

		Technology & Equipment Critical Processes																Staffing Positions

				IS Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Data Entry Clerk		6						P		3		3		3		4		4		4		4		4

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		ED Manager		2						P		1		1		1		1		1		1		1		1

		4		Internet Connectivity		Yes		1-3 Days										3		Emergency Medical Physicians		15						P		8		8		16		6		6		6		6		6

		5																4		Emergency Tech		8						P		4		4		4		4		4		4		4		4

		6																5		ER Nurses		47						P		22		22		21		13		13		13		13		13

		7																6		Ortho Tech		2						P		1		1		1		1		1		1		1		1

		8																7		PA / NP		12						P		6		6		6		3		3		3		3		3

		9																8		Registration Clerks		9								6		6		6		6		6		4		4		4

		RTO and RTA measured as:																9		Stat Registration Clerks		6						P		2		2		2		2		2		2		2		2

																		10

																		11

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12

																		13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		High		Electronic/Paper				Yes		Tape		No		Yes		TJC CDPH				Per occurrence						X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk		Hospital IS		510-555-1212

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Medical Company X		888-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



HIM

		Business Continuity Plan

		Health Information Management (HIM)

		Business Continuity Plan																Business Continuity Plan

		Health Information Management (HIM)																Health Information Management (HIM)

		Critical Business Processes																Critical Equipment or Resources

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Chart archive management		1		0-2 Hours										Consumables/Disposables												RTO

		2		Dictation		1		0-2 Hours												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Release of information		1		0-2 Hours										1		Computers		13								4		4		4		11		11		11		11		11

		4		Chart assembly & analysis		1		1-3 Days										2		Copier		1								1		1		1		1		1		1		1		1

		5		Coding		1		1-3 Days										3		Fax Machine		2								1		1		1		2		2		2		2		2

		6		Record Filing		4		1-3 Days										4		Printers		6								1		1		1		3		3		3		3		3

		7		Audits (Internal & External)		1		31+ Days										5		Telephones		14								3		3		3		10		10		10		10		10

		8																6

		9																7

		10																8

		11																9

		12																10

		13																11

		14																12

		15																13

		16																14

		17																15

		18																16

		19																17

		20																18

																		19

																		20

																		21

																		22

																		23

																		24

																		25

																		26

																		27

		Technology & Equipment Critical Processes																Staffing Positions

				IS Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Clerk I		7						P		3		3		3		3		3		3		3		3

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		File Clerk		2						P		1		1		1		1		2		2		2		2

		4		Internet Connectivity		Yes		1-3 Days										3		Manager		1						B		1		1		1		1		1		1		1		1

		5																4

		6																5

		7																6

		8																7

		9																8

		RTO and RTA measured as:																9

																		10

																		11

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12

																		13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		High		Electronic/Paper				Yes		Tape		No		Yes		TJC CDPH										X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk		Hospital IS		510-555-1212

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Medical Company X		888-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



HR

		Business Continuity Plan

		Human Resources

		Business Continuity Plan																Business Continuity Plan

		Human Resources																Human Resources

		Critical Business Processes:																Critical Equipment or Resources:

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Execute Task		1		0-2 Hours										Consumables/Disposables												RTO

		2		Manage Traveling Nurses		1		0-2 Hours												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Receive Request		1		0-2 Hours										1		Computers		5								1		2		2		3		5		5		5		5

		4		Triage Priority		1		0-2 Hours										2		Fax/Copier		1								1		1		1		1		1		1		1		1

		5		Documentation		2		2-12 Hours										3		Laptop		2								0		0		0		1		1		1		1		1

		6		Follow Up		4		1-3 Days										4		Laser Printer		3								0		0		0		1		3		3		3		3

		7		Labor Relations		4		1-3 Days										5		Phones		5								1		2		2		3		5		5		5		5

		8																6

		9																7

		10																8

		11																9

		12																10

		13																11

		14																12

		15																13

		16																14

		17																15

		18																16

		19																17

		20																18

																		19

																		20

																		21

																		22

																		23

																		24

																		25

																		26

																		27

		Technology & Equipment Critical Processes																Positions

				IT Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Director		1						T		0		1		1		1		1		1		1		1

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		HR Assistants		1						P		0		1		1		1		1		1		1		1

		4		Internet Connectivity		Yes		1-3 Days										3		HR Generalist		1						P		0		0		0		1		1		1		1		1

		5																4		Labor Relations		1						T		0		0		0		1		1		1		1		1

		6																5		Safety Coordinator		1						P		1		1		1		1		1		1		1		1

		7																6

		8																7

		9																8

		RTO and RTA measured as:																9

																		10

																		11

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12

																		13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		High		Electronic/Paper				Yes		Tape		Yes		Yes		TJC CDPH														X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk		Hospital IS		510-555-1212

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Medical Company X		888-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



IS

		Business Continuity Plan

		Information Services

		Business Continuity Plan																Business Continuity Plan

		Information Services																Information Services

		Critical Business Processes																Critical Equipment or Resources

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Diagnosis		1		0-2 Hours										Consumables/Disposables												RTO

		2		Fix the Problem		1		0-2 Hours												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Triage		1		0-2 Hours										1		Desktop		12								12		12		12		12		12		12		12		12

		4		Close ticket		2		0-2 Hours										2		Laptop		5								2		2		2		5		5		5		5		5

		5																3		Printer		2								1		1		1		2		2		2		2		2

		6																4		Router		5								5		5		5		5		5		5		5		5

		7																5		Server		72								72		72		72		72		72		72		72		72

		8																6		Switch		54								54		54		54		54		54		54		54		54

		9																7

		10																8

		11																9

		12																10

		13																11

		14																12

		15																13

		16																14

		17																15

		18																16

		19																17

		20																18

																		19

																		20

																		21

																		22

																		23

																		24

																		25

																		26

																		27

		Technology & Equipment Critical Processes																Staffing Positions

				IS Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Business Analyst		2						P								2		2		2		2		2

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		Clinical Coordinator		1								1		1		1		1		1		1		1		1

		4		Internet Connectivity		Yes		1-3 Days										3		Desktop Technician		2						P		2		2		2		2		2		2		2		2

		5																4		Manager		1						P		1		1		1		1		1		1		1		1

		6																5		Network Engineer / Technician		1						P		1		1		1		1		1		1		1		1

		7																6		Project Manager		1						P		1		1		1		1		1		1		1		1

		8																7		Supervisor / IT Security Officer		1						P		1		1		1		1		1		1		1		1

		9																8		Telecom Engineer / Technician		1						P		1		1		1		1		1		1		1		1

		RTO and RTA measured as:																9

																		10

																		11

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12

																		13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records				Electronic/Paper						Tape				Yes		TJC CDPH

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk		Hospital IS		510-555-1212

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Medical Company X		888-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



Laboratory

		Business Continuity Plan

		Laboratory

		Business Continuity Plan																Business Continuity Plan

		Laboratory																Laboratory

		Critical Business Processes:																Critical Equipment or Resources:

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Blood Bank/Transfusion Services		1		0-2 Hours										Consumables/Disposables												RTO

		2		Point of Care		1		0-2 Hours												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Registration / Receive order		1		0-2 Hours										1		Lifescan Glucose Tester		10								10		10		10		10		10		10		10		10

		4		Report		1		0-2 Hours										2		Biohazard Containers		10								10		10		10		10		10		10		10		10

		5		Specimen Collection		1		0-2 Hours										3		Biosite Reader		1								1		1		1		1		1		1		1		1

		6		Testing		1		0-2 Hours										4		Cell Washer		1								1		1		1		1		1		1		1		1

		7		Path Services		1		2-12 Hours										5		Centrifuges		5								1		1		1		1		5		5		5		5

		8		Micro-Biology Services		1		1-3 Days										6		Computers		12								4		6		8		12		12		12		12		12

		9		Ordering Supplies		1		1-3 Days										7		Cryostat		2								1		1		1		1		2		2		2		2

		10																8		Cytospin Centrifuge		1								1		1		1		1		1		1		1		1

		11																9		Epocal P.O.C.T.		4								4		4		4		4		4		4		4		4

		12																10		Fax / Copier		2								1		1		1		1		2		2		2		2

		13																11		Freezer		2								2		2		2		2		2		2		2		2

		14																12		Medtox Reader		1								1		1		1		1		1		1		1		1

		15																13		Microhemat. Centrifuge		1								1		1		1		1		1		1		1		1

		16																14		Microscopes		5								2		2		2		2		5		5		5		5

		17																15		Printers		7								1		1		1		1		7		7		7		7

		18																16		Refrigerator		4								4		4		4		4		4		4		4		4

		19																17		Siemens chemistry analyzers		2								1		1		1		1		2		2		2		2

		20																18		Stago Coagulation		2								1		1		1		1		2		2		2		2

																		19		Stainer		1								1		1		1		1		1		1		1		1

																		20		Stat Spin Centrifuge		3								1		1		1		1		3		3		3		3

																		21		Sysmex Hematology CBC's		2								1		1		1		1		2		2		2		2

																		22		Telephones		12								1		5		5		12		12		12		12		12

																		23		Transfusion Service Freezer		1								1		1		1		1		1		1		1		1

																		24		Transfusion Service Refrigerator		1								1		1		1		1		1		1		1		1

																		25

																		26

																		27

		Technology & Equipment Critical Processes																Positions

				IT Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Clinical Lab Scientist		15						P		3		3		3		7		7		7		7		7

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		CPT I / Front Desk		3						P		1		1		1		3		3		3		3		3

		4		Internet Connectivity		Yes		1-3 Days										3		CPT I / Phlebotomist		17						P		1		1		1		12		12		12		12		12

		5																4		CPT I / Sendout		3						P		0		0		0		3		3		3		3		3

		6																5		CPT I / Tech II		3						P		1		1		1		3		3		3		3		3

		7																6		Director		1						B		0		0		0		1		1		1		1		1

		8																7		Leads		5						P		1		1		1		3		3		3		3		3

		9																8		Manager		1						B		0		0		0		1		1		1		1		1

		RTO and RTA measured as:																9		Path Lead		1						P		0		0		0		1		1		1		1		1

																		10		Pathologist		4						P		0		0		0		1		1		1		1		1

																		11		Point of Care Cord		1						P		0		0		0		1		1		1		1		1

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12

																		13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		High		Electronic/Paper				Yes		Tape		No		Yes		TJC CDPH		CAP/CLIA/CMS		As Needed						X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk		Hospital IS		510-555-1212

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Medical Company X		888-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



Medical Imaging

		Business Continuity Plan

		Medical Imaging

		Business Continuity Plan																Business Continuity Plan

		Medical Imaging																Medical Imaging

		Critical Business Processes:																Critical Equipment or Resources:

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Patient Registration
Patient info input to RIS		1		0-2 Hours										Consumables/Disposables												RTO

		2		Perform Imaging		1		0-2 Hours												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Process image
CR processors (needed to process and view imaging studies)		1		0-2 Hours										1		C-Arms		3								1		2		2		3		3		3		3		3

		4		Radiologist interprets images		1		0-2 Hours										2		Normal Saline		20								20		20		20		20		20		20		20		20

		5		Send images to PACS		1		0-2 Hours										3		Bedding - Sheets / Blankets		75								75		75		75		75		75		75		75		75

		6		Reporting		1		2-12 Hours										4		CD Burner		1								1		1		1		1		1		1		1		1

		7																5		Computers		15								7		7		7		10		15		15		15		15

		8																6		Copiers		2								1		1		1		2		2		2		2		2

		9																7		CR Reader		2								1		2		2		2		2		2		2		2

		10																8		Crash Carts		2								1		2		2		2		2		2		2		2

		11																9		CT Scanner		1								1		1		1		1		1		1		1		1

		12																10		Fax		7								1		3		3		5		7		7		7		7

		13																11		Film Printer		1								1		1		1		1		1		1		1		1

		14																12		Gowns		75								75		75		75		75		75		75		75		75

		15																13		MRI		1								0		0		1		1		1		1		1		1

		16																14		Portable x-ray machine		3								3		3		3		3		3		3		3		3

		17																15		PPE		10								10		10		10		10		10		10		10		10

		18																16		Stretchers / Gurney		2								2		2		2		2		2		2		2		2

		19																17		Telephone		20								10		10		10		15		20		20		20		20

		20																18		Ultrasound unit		3								1		2		3		3		3		3		3		3

																		19		Wheelchairs		1								1		1		1		1		1		1		1		1

																		20		X-ray room		2								1		2		2		2		2		2		2		2

																		21		X-ray / Fluoro Machine		2								1		2		2		2		2		2		2		2

																		22

																		23

																		24

																		25

																		26

																		27

		Technology & Equipment Critical Processes																Positions

				IT Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Clerical  Supervisor		1						P		1		1		1		1		1		1		1		1

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		Clinical Manager		1						P		1		1		1		1		1		1		1		1

		4		Internet Connectivity		Yes		1-3 Days										3		CT Tech		3						P		1		2		2		2		2		2		2		2

		5																4		Imaging Assistants		1						P		1		1		1		1		1		1		1		1

		6																5		Lead Tech / PACS Team		2						P		1		2		2		2		2		2		2		2

		7																6		MRI Tech		1						P		0		0		0		1		1		1		1		1

		8																7		Nuc Med Tech		1						P		0		0		0		1		1		1		1		1

		9																8		Radiologist		5						P		2		2		2		2		2		2		2		2

		RTO and RTA measured as:																9		Radiology Nurse		1						P		1		1		1		1		1		1		1		1

																		10		Radiology Tech		13						P		5		8		8		8		8		8		8		8

																		11		Receptionist		4						P		3		3		3		3		3		3		3		3

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12		Schedulers		3						P		0		0		0		3		3		3		3		3

																		13		Ultra Sound Tech		4						P		2		2		2		4		4		4		4		4

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		High		Electronic/Paper				Yes		Tape		No		Yes		TJC CDPH		N/A		As needed						X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

				Imaging reports

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk		Hospital IS		510-555-1212

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Medical Company X		888-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



Med Surg

		Business Continuity Plan

		Med Surg

		Business Continuity Plan																Business Continuity Plan

		Med Surg																Med Surg

		Critical Business Processes																Critical Equipment or Resources

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Admissions		1		0-2 Hours										Consumables/Disposables												RTO

		2		Transfer/Discharge		1		0-2 Hours												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Treatment		1		0-2 Hours										1		AirPal		1								1		1		1		1		1		1		1		1

		4																2		Bedding - Sheets / Blankets		100								100		100		100		100		100		100		100		100

		5																3		Beds		34								34		34		34		34		34		34		34		34

		6																4		Blanket Warmer		1								1		1		1		1		1		1		1		1

		7																5		Computers on wheels		25								6		6		6		12		25		25		25		25

		8																6		Crash Cart Cardiac Monitors with defibrillator capabilities		2								2		2		2		2		2		2		2		2

		9																7		Desktop Computers		12								2		4		4		6		12		12		12		12

		10																8		Dinemap		4								4		4		4		4		4		4		4		4

		11																9		Gowns		100								100		100		100		100		100		100		100		100

		12																10		HEPA Filter		1								1		1		1		1		1		1		1		1

		13																11		Ice Machine		2								1		1		2		2		2		2		2		2

		14																12		Lift equipment		4								4		4		4		4		4		4		4		4

		15																13		Med Refrigerator		2								2		2		2		2		2		2		2		2

		16																14		Phones		8								4		4		4		6		8		8		8		8

		17																15		Portable Suction		4								4		4		4		4		4		4		4		4

		18																16		PPE		10								10		10		10		10		10		10		10		10

		19																17		Printer		2								2		2		2		2		2		2		2		2

		20																18		Pt Refrigerator		2								2		2		2		2		2		2		2		2

																		19		Pyxis		2								2		2		2		2		2		2		2		2

																		20		Transport Monitor		1								1		1		1		1		1		1		1		1

																		21		Wheelchair		2								2		2		2		2		2		2		2		2

																		22		Wireless phones		7								7		7		7		7		7		7		7		7

																		23		Xerox fax machine		1								1		1		1		1		1		1		1		1

																		24

																		25

																		26

																		27

		Technology & Equipment Critical Processes																Staffing Positions

				IT Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Assistant Manager		1						P		1		1		1		1		1		1		1		1

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		C.N.A.		8						P		2		2		2		2		2		2		2		2

		4		Internet Connectivity		Yes		1-3 Days										3		Charge		6						P		1		1		1		1		1		1		1		1

		5																4		LVN / Resource		5						P		1		1		1		1		1		1		1		1

		6																5		Manager		1						P		1		1		1		1		1		1		1		1

		7																6		Secretarial		3						P		2		2		2		1		1		1		1		1

		8																7		Staff RN		2						P		8		8		8		1		1		1		1		1

		9																8

		RTO and RTA measured as:																9

																		10

																		11

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12

																		13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		High		Electronic/Paper				Yes		Tape		Yes		Yes		TJC CDPH										X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Hospital IS		510-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



Nursing Admin

		Business Continuity Plan

		Nursing Admin

		Business Continuity Plan																Business Continuity Plan

		Nursing Admin																Nursing Admin

		Critical Business Processes:																Critical Equipment or Resources:

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Documentation		1		0-2 Hours										Consumables/Disposables												RTO

		2		Manage Float Pool		1		0-2 Hours												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Nursing Supervision		1		0-2 Hours										1		Computers		3								3		3		3		3		3		3		3		3

		4		Process for Admission		1		0-2 Hours										2		Phones		3								3		3		3		3		3		3		3		3

		5		Receive Request		1		0-2 Hours										3		Fax/Copier		1								1		1		1		1		1		1		1		1

		6		Staff Units		1		0-2 Hours										4		Laser Printer		1								1		1		1		1		1		1		1		1

		7		Triage Priority		1		0-2 Hours										5

		8																6

		9																7

		10																8

		11																9

		12																10

		13																11

		14																12

		15																13

		16																14

		17																15

		18																16

		19																17

		20																18

																		19

																		20

																		21

																		22

																		23

																		24

																		25

																		26

																		27

		Technology & Equipment Critical Processes																Positions

				IT Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Manager		1						T		0		1		0		1		1		1		1		1

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		Nursing Supervisor		5						P		1		1		1		2		2		2		2		2

		4		Internet Connectivity		Yes		1-3 Days										3		Staffing Coordinator		4						P		1		2		2		1		1		1		1		1

		5																4

		6																5

		7																6

		8																7

		9																8

		RTO and RTA measured as:																9

																		10

																		11

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12

																		13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		Low		Electronic/Paper				Yes		Tape		Yes		Yes		TJC CDPH										X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk		Hospital IS		510-555-1212

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Medical Company X		888-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



Perianesthesia Care Unit

		Business Continuity Plan

		Perianesthesia Care Unit

		Business Continuity Plan																Business Continuity Plan

		Perianesthesia Care Unit																Perianesthesia Care Unit

		Critical Business Processes:																Critical Equipment or Resources

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Complete / Review Preoperative assessment		1		0-2 Hours										Consumables/Disposables												RTO

		2		Discharge		1		0-2 Hours												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Patient Admission		1		0-2 Hours										1		Ambu Bags		1								1		1		1		1		1		1		1		1

		4		Phase II Recovery		1		0-2 Hours										2		Bed Linen		24								24		24		24		24		24		24		24		24

		5		Pre OP visit		1		4-7 Days										3		Bedding -  Blankets		24								24		24		24		24		24		24		24		24

		6																4		Blanket Warmer		1								1		1		1		1		1		1		1		1

		7																5		Cardiac Monitors		4								4		4		4		4		4		4		4		4

		8																6		Cardiac Monitors with defibrillator capabilities		1								1		1		1		1		1		1		1		1

		9																7		Computers		4								2		2		2		4		4		4		4		4

		10																8		Copier		1								1		1		1		1		1		1		1		1

		11																9		Fax		2								1		1		1		2		2		2		2		2

		12																10		Gowns		24								24		24		24		24		24		24		24		24

		13																11		Ice Machine		1								0		0		0		1		1		1		1		1

		14																12		Phones		4								2		2		2		4		4		4		4		4

		15																13		PPE		1								1		1		1		1		1		1		1		1

		16																14		PYXIS		1								1		1		1		1		1		1		1		1

		17																15		SCD Pumps		1								1		1		1		1		1		1		1		1

		18																16		Stretchers / Gurney		12								10		10		10		12		12		12		12		12

		19																17		Suction Equipment		1								1		1		1		1		1		1		1		1

		20																18		Water / Normal Saline		2								2		2		2		2		2		2		2		2

																		19		Wheelchairs		6								6		6		6		6		6		6		6		6

																		20

																		21

																		22

																		23

																		24

																		25

																		26

																		27

		Technology & Equipment Critical Processes																Positions

				IT Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Charge Nurse		1						P		0		0		0		1		1		1		1		1

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		Staff RN		7						P		3		3		3		4		4		4		4		4

		4		Internet Connectivity		Yes		1-3 Days										3		Staff LVN		3						P		0		0		0		2		2		2		2		2

		5																4		Unit Secretary		1						P		0		0		1		1		1		1		1		1

		6																5

		7																6

		8																7

		9																8

		RTO and RTA measured as:																9

																		10

																		11

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12

																		13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		High		Electronic/Paper				Yes		Tape		Yes		Yes		TJC CDPH										X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk		Hospital IS		510-555-1212

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Medical Company X		888-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



Pharmacy

		Business Continuity Plan

		Pharmacy

		Business Continuity Plan																Business Continuity Plan

		Pharmacy																Pharmacy

		Critical Business Processes																Critical Equipment or Resources

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Dispensing of Orders		1		0-2 Hours										Consumables/Disposables												RTO

		2		Processing Medication Orders		1		0-2 Hours												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Procurement Meds and Supplies		2		1-3 Days										1		Automed Packaging		1								0		0		0		0		1		1		1		1

		4																2		Computer		9								4		4		4		4		4		4		4		9

		5																3		Fax		1								1		1		1		1		1		1		1		1

		6																4		Freezer		1								1		1		1		1		1		1		1		1

		7																5		IV Hood		3								2		2		2		2		2		2		2		3

		8																6		Phone		10								2		2		2		2		2		2		2		10

		9																7		Refrigerator		3								1		1		1		1		1		1		1		1

		10																8

		11																9

		12																10

		13																11

		14																12

		15																13

		16																14

		17																15

		18																16

		19																17

		20																18

																		19

																		20

																		21

																		22

																		23

																		24

																		25

																		26

																		27

		Technology & Equipment Critical Processes																Staffing Positions

				IS Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Manager		1						P		1		1		1		1		1		1		1		1

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		Pharmacist		6						P		3		3		3		4		4		4		4		4

		4		Internet Connectivity		Yes		1-3 Days										3		Pharmacist Technician		6						P		3		3		3		3		3		3		3		3

		5																4

		6																5

		7																6

		8																7

		9																8

		RTO and RTA measured as:																9

																		10

																		11

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12

																		13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		High		Electronic/Paper				Yes		Tape		Yes		Yes		TJC CDPH										X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk		Hospital IS		510-555-1212

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Medical Company X		888-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



Rehab

		Business Continuity Plan

		Rehab Services

		Business Continuity Plan																Business Continuity Plan

		Rehab Services																Rehab Services

		Critical Business Processes																Critical Equipment or Resources

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Treatment		1		0-2 Hours										Consumables/Disposables												RTO

		2		Assessment		1		2-12 Hours												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Diagnostic Testing		1		2-12 Hours										1		Arm Bike		1								0		0		0		0		0		1		1		1

		4		Evaluation		1		31+ Days										2		Canes		5								0		0		3		3		5		5		5		5

		5		Receive Order		1		31+ Days										3		Cold Pack		1								0		0		0		0		1		1		1		1

		6		Develop Plan of Care		2		31+ Days										4		Computer		6								0		0		0		3		6		6		6		6

		7		Discharge Planning		3		31+ Days										5		CPM		3								0		0		0		3		3		3		3		3

		8																6		Electrical Simulation		2								0		0		0		0		1		1		2		2

		9																7		Exercise Bike		2								0		0		0		0		1		1		2		2

		10																8		General Fitness Equip		6								0		0		0		0		0		0		3		6

		11																9		High / Low Mat		1								0		0		0		0		1		1		1		1

		12																10		High / Low Table		4								0		0		1		2		2		4		4		4

		13																11		Hydroculator		1								0		0		0		0		0		1		1		1

		14																12		Parafffin Wax Machine		1								0		0		0		0		0		1		1		1

		15																13		Parallel Bars		1								0		0		0		0		1		1		1		1

		16																14		Patient lift		3								0		0		0		3		3		3		3		3

		17																15		Pulley Weights		1								0		0		0		0		1		1		1		1

		18																16		Stairs		1								0		0		0		0		1		1		1		1

		19																17		Stationary Bicycles		2								0		0		0		0		0		1		2		2

		20																18		Ultrasound		2								0		0		0		0		2		2		2		2

																		19		Walkers		10								0		0		3		3		10		10		10		10

																		20		Wheelchairs		2								2		2		2		2		2		2		2		2

																		21

																		22

																		23

																		24

																		25

																		26

																		27

		Technology & Equipment Critical Processes																Staffing Positions

				IS Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Department Secretary		1						P		0		1		1		1		1		1		1		1

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		Director		1						P		0		1		1		1		1		1		1		1

		4		Internet Connectivity		Yes		1-3 Days										3		Occ Therapist		1						P		0		1		1		1		1		1		1		1

		5																4		Physical Therapist		4						P		0		2		2		3		3		3		3		4

		6																5		Physical Therapy Assistant		3						P		0		0		1		2		2		3		3		3

		7																6		Specech Theapist		2						P		0		1		1		1		2		2		2		2

		8																7

		9																8

		RTO and RTA measured as:																9

																		10

																		11

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12

																		13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		High		Electronic/Paper				Yes		Tape		Yes		Yes		TJC CDPH										X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk		Hospital IS		510-555-1212

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Medical Company X		888-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21



&LTab# &A&R&D

$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



Respiratory

		Business Continuity Plan

		Respiratory Care Services

		Business Continuity Plan																Business Continuity Plan

		Respiratory Care Services																Respiratory Care Services

		Critical Business Processes																Critical Equipment or Resources

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Assessment		1		0-2 Hours										Consumables/Disposables												RTO

		2		Intervention		1		0-2 Hours												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Re-evaluation		2		0-2 Hours										1		PFT Lab		1								1		1		1		1		1		1		1		1

		4		Diagnostic Testing		3		1-3 Days										2		Portable Ventilators Adult		2								2		4		4		2		2		2		2		2

		5																3		Ventilators Adult		10								8		15		15		10		8		6		6		6

		6																4		Ventilators Infant		2								2		2		2		2		2		2		2		2

		7																5

		8																6

		9																7

		10																8

		11																9

		12																10

		13																11

		14																12

		15																12

		16																13

		17																14

		18																15

		19																16

		20																17

																		18

																		19

																		20

																		21

																		22

																		23

																		24

																		25

																		26

		Technology & Equipment Critical Processes																Staffing Positions

				IS Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Admin Assistant		1						P		1		1		1		1		1		1		1		1

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		Respiratory Manager		1						P		1		1		1		1		1		1		1		1

		4		Internet Connectivity		Yes		1-3 Days										3		Respiratory Therapist		28						P		8		8		16		20		20		20		20		20

		5																4

		6																5

		7																6

		8																7

		9																8

		RTO and RTA measured as:																9

																		10

																		11

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12

																		13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		High		Electronic/Paper				Yes		Tape		No		Yes		TJC CDPH										X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk		Hospital IS		510-555-1212

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Medical Company X		888-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



Sterile Processing

		Business Continuity Plan

		Sterile Processing

		Business Continuity Plan																Business Continuity Plan

		Sterile Processing																Sterile Processing

		Critical Business Processes																Critical Equipment or Resources

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Clean Equipment / Instruments		1		0-2 Hours										Consumables/Disposables												RTO

		2		Decontaminate Equipment / Instruments		1		0-2 Hours												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Distribute Equipment / Instruments		1		0-2 Hours										1		Heat Sealer		1								1		1		1		1		1		1		1		1

		4		Manage Code Carts		1		0-2 Hours										2		Incubator		2								1		1		2		2		2		2		2		2

		5		Package Equipment / Instruments		1		0-2 Hours										3		Steam Sterilizer		1								1		1		1		1		1		1		1		1

		6		Receive Equipment / Instruments		1		0-2 Hours										4		Sterrad		1								1		1		1		1		1		1		1		1

		7		Sterilize Equipment / Instruments		1		0-2 Hours										5		Striker Battery Charger		2								2		2		2		2		2		2		2		2

		8		Store Equipment / Instruments		2		0-2 Hours										6		Ultrasonic cleaner		1								0		1		1		1		1		1		1		1

		9																7		Washer Decontaminator		1								1		1		1		1		1		1		1		1

		10																8

		11																9

		12																10

		13																11

		14																12

		15																13

		16																14

		17																15

		18																16

		19																17

		20																18

																		19

																		20

																		21

																		22

																		23

																		24

																		25

																		26

																		27

		Technology & Equipment Critical Processes																Staffing Positions

				IS Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Central Processing Tech		7						B		3		6		6		7		7		7		7		7

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		Senior Lead Tech		1						B		1		1		1		1		1		1		1		1

		4		Internet Connectivity		Yes		1-3 Days										3

		5																4

		6																5

		7																6

		8																7

		9																8

		RTO and RTA measured as:																9

																		10

																		11

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12

																		13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		High		Electronic/Paper				Yes		Tape		Yes		Yes		TJC CDPH										X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk		Hospital IS		510-555-1212

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Medical Company X		888-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



Surgery

		Business Continuity Plan

		Surgery

		Business Continuity Plan																Business Continuity Plan

		Surgery																Surgery

		Critical Business Processes																Critical Equipment or Resources

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Complete Preoperative Checklist		1		0-2 Days										Consumables/Disposables												RTO

		2		Procedure performed		1		0-2 Days												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Room Turnover		1		0-2 Days										1		Anesthesia Cart		6								4		4		4		6		6		6		6		6

		4		Schedule		1		0-2 Days										2		Bair Hugger Blanket		30								15		15		15		30		30		30		30		30

		5		Supply & Equipment Management		1		0-2 Days										3		Bedding - Sheets (in sets)		24 sets								24		24		24		24		25		26		27		28

		6		Transfer to recovery		1		0-2 Days										4		Blankets		24								24		24		24		24		24		24		24		24

		7																5		Cardiac Monitors with defibrillator capabilities		1								1		1		1		1		1		1		1		1

		8																6		C-Arm		2								1		1		1		2		2		2		2		2

		9																7		Cell Saver		2								2		2		2		2		2		2		2		2

		10																8		Clippers		4								4		4		4		4		4		4		4		4

		11																9		Computers		11								4		4		4		11		11		11		11		11

		12																10		Copier		1								1		1		1		1		1		1		1		1

		13																11		Electrical Surgical Unit		6								4		4		4		6		6		6		6		6

		14																12		Fax		1								1		1		1		1		1		1		1		1

		15																13		Flash Sterilizer		3								1		1		1		3		3		3		3		3

		16																14		Gowns		24								24		24		24		24		24		24		24		24

		17																15		OR Light		12								8		8		8		12		12		12		12		12

		18																16		OR table		8								4		4		4		8		8		8		8		8

		19																17		Phones		10								5		5		5		10		10		10		10		10

		20																18		PPE		3								3		3		3		3		3		3		3		3

																		19		Printer		4								1		1		1		4		4		4		4		4

																		20		Surgicount		7								4		4		4		7		7		7		7		7

																		21		Tourniquet		3								1		1		1		3		3		3		3		3

																		22		Video Equipment		4								4		4		4		4		4		4		4		4

																		23		Water / Normal Saline		50								16		16		16		50		50		50		50		50

																		24		Wireless phones		4								4		4		4		4		4		4		4		4

																		25		X-ray aprons		30								16		16		16		30		30		30		30		30

																		26

																		27

		Technology & Equipment Critical Processes																Staffing Positions

				IS Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Charge Nurse		1						P		1		1		1		1		1		1		1		1

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		Director		1						T		0		0		0		1		1		1		1		1

		4		Internet Connectivity		Yes		1-3 Days										3		OR Tech		5						P		4		4		1		4		4		4		4		4

		5																4		RN First Assistant		1						P		0		0		0		0		0		0		0		0

		6																5		Schedulers		2						P		0		0		0		1		1		1		1		1

		7																6		Staff RN		6						P		4		4		1		4		4		4		4		4

		8																7

		9																8

		RTO and RTA measured as:																9

																		10

																		11

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12

																		13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		High		Electronic/Paper				Yes		Tape		Yes		Yes		TJC CDPH		CDPH		As Need						X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk		Hospital IS		510-555-1212

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Medical Company X		888-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



Surgical Care Unit

		Business Continuity Plan

		Surgical Care Unit

		Business Continuity Plan																Business Continuity Plan

		Surgical Care Unit																Surgical Care Unit

		Critical Business Processes																Critical Equipment or Resources

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Admissions		1		0-2 Days										Consumables/Disposables												RTO

		2		Treatment		1		0-2 Days												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Transfer / Discharge		1		0-2 Days										1		AirPal		1								1		1		1		1		1		1		1		1

		4																2		Bedding - Sheets / Blankets		45								45		45		45		45		45		45		45		45

		5																3		Beds		15								15		15		15		15		15		15		15		15

		6																4		Blanket Warmer		1								1		1		1		1		1		1		1		1

		7																5		Computers on wheels		15								3		4		4		7		15		15		15		15

		8																6		Crash Cart Cardiac Monitors with defibrillator capabilities		1								1		1		1		1		1		1		1		1

		9																7		Desktop Computers		5								1		1		1		3		5		5		5		5

		10																8		Dinemap		2								1		1		1		2		2		2		2		2

		11																9		Gowns		45								45		45		45		45		45		45		45		45

		12																10		HEPA Filter		1								1		1		1		1		1		1		1		1

		13																11		Ice Machine		1								1		1		1		1		1		1		1		1

		14																12		Lift equipment		4								1		2		2		4		4		4		4		4

		15																13		Med Refrigerator		1								1		1		1		1		1		1		1		1

		16																14		Phones		5								1		1		1		3		5		5		5		5

		17																15		Portable Suction		1								1		1		1		1		1		1		1		1

		18																16		PPE		4								4		4		4		4		4		4		4		4

		19																17		Printer		1								1		1		1		1		1		1		1		1

		20																18		Pt Refrigerator		1								1		1		1		1		1		1		1		1

																		19		Pyxis		1								1		1		1		1		1		1		1		1

																		20		Transport Monitor		1								1		1		1		1		1		1		1		1

																		21		Wheelchair		1								1		1		1		1		1		1		1		1

																		22		Wireless phones		7								4		4		4		7		7		7		7		7

																		23		Xerox fax machine		1								1		1		1		1		1		1		1		1

																		24

																		25

																		26

																		27

		Technology & Equipment Critical Processes																Staffing Positions

				IS Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Charge Nurse		4						P		1		1		1		2		2		2		2		2

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		Secretarial		2						P		2		2		2		2		2		2		2		2

		4		Internet Connectivity		Yes		1-3 Days										3		Staff RN		24						P		4		4		4		6		6		6		6		6

		5																4

		6																5

		7																6

		8																7

		9																8

		RTO and RTA measured as:																9

																		10

																		11

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12

																		13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		High		Electronic/Paper				Yes		Tape		Yes		Yes		TJC CDPH										X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk		Hospital IS		510-555-1212

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Medical Company X		888-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



Telemetry

		Business Continuity Plan

		Telemetry Unit

		Business Continuity Plan																Business Continuity Plan

		Telemetry Unit																Telemetry Unit

		Critical Business Processes																Critical Equipment or Resources

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		Admissions		1		0-2 Days										Consumables/Disposables												RTO

		2		Transfer		1		0-2 Days												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Treatment		1		0-2 Days										1		AirPal		1								1		1		1		1		1		1		1		1

		4																2		Bedding - Sheets / Blankets		?								?		?		?		?		?		?		?		?

		5																3		Beds		12								12		12		12		12		12		12		12		12

		6																4		Blanket Warmer		1								1		1		1		1		1		1		1		1

		7																5		Central Station Monitor		1								1		1		1		1		1		1		1		1

		8																6		Computers on wheels		8								8		8		8		8		8		8		8		8

		9																7		Crash Cart Cardiac Monitors with defibrillator capabilities		1								1		1		1		1		1		1		1		1

		10																8		Desktop Computers		8								8		8		8		8		8		8		8		8

		11																9		Dinemap		4								4		4		4		4		4		4		4		4

		12																10		Gowns		?								?		?		?		?		?		?		?		?

		13																11		Ice Machine		1								1		1		1		1		1		1		1		1

		14																12		Lift equipment		4								4		4		4		4		4		4		4		4

		15																13		Med Refrigerator		1								1		1		1		1		1		1		1		1

		16																14		Phones		9								9		9		9		9		9		9		9		9

		17																15		PPE		2								2		2		2		2		2		2		2		2

		18																16		Printer		1								1		1		1		1		1		1		1		1

		19																17		Pt Refrigerator		1								1		1		1		1		1		1		1		1

		20																18		Pyxis		1								1		1		1		1		1		1		1		1

																		19		Telemetry Transmitters		12								12		12		12		12		12		12		12		12

																		20		Telemon		3								3		3		3		3		3		3		3		3

																		21		Wireless phones		4								4		4		4		4		4		4		4		4

																		22		Xerox fax machine		1								1		1		1		1		1		1		1		1

																		23

																		24

																		25

																		26

																		27

		Technology & Equipment Critical Processes																Staffing Positions

				IS Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Staff RN		4						P		3		4		4		4		4		4		4		4

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		Telemetry Tech		4.4						P		1		1		1		1		1		1		1		1

		4		Internet Connectivity		Yes		1-3 Days										3

		5																4

		6																5

		7																6

		8																7

		9																8

		RTO and RTA measured as:																9

																		10

																		11

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12

																		13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		High		Electronic/Paper				Yes		Tape		Yes		Yes		TJC CDPH		CDPH		As Needed						X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk		Hospital IS		510-555-1212

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Medical Company X		888-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.



WCH

		Business Continuity Plan

		Women's Health Center

		Business Continuity Plan																Business Continuity Plan

		Women's Health Center																Women's Health Center

		Critical Business Processes																Critical Equipment or Resources

				Business Process		Priority		RTO Tier #		Functional Yes/No?				Relocate To:				What is required for objective performance?

		1		C-Sections		1		0-2 Hours										Consumables/Disposables												RTO

		2		Maternal Labor & Delivery Management		1		0-2 Hours												Equipment		Normal Level		Post Incident Assessment Inventory		GAP		Relocate To:		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		3		Triage		1		0-2 Hours										1		Anesthesia Cart		1								1		1		1		1		1		1		1		1

		4		Post Partum Care		2		2-12 Hours										2		Bassinets		20								15		15		15		20		20		20		20		20

		5		Special Care Nursery		1		12-24 Hours										3		Bili Lights		1								1		1		1		1		2		2		2		2

		6		Registration		3		1-3 Days										4		Blanket warmer		5								3		3		3		4		4		5		5		5

		7																5		Computers		13								5		5		5		5		5		10		10		10

		8																6		Crash cart with Defib		5								5		5		5		5		5		5		5		5

		9																7		Dinamap		6								4		4		4		4		4		4		5		6

		10																8		E-Map		33								3		3		3		3		3		5		10		33

		11																9		Epidural Cart		1								1		1		1		1		1		1		1		1

		12																10		Fax Machine		3								1		1		1		1		1		1		1		2

		13																11		Fetal Dopplers		3								3		3		3		3		3		3		3		3

		14																12		Fetal Monitors		11								11		11		11		11		11		11		11		11

		15																13		GYN Beds		9								9		9		9		9		9		9		9		9

		16																14		Hearing Screen Machine		1								0		0		0		0		1		1		1		1

		17																15		Labor Beds		6								6		6		6		6		6		6		6		6

		18																16		Nursery Monitors		4								4		4		4		4		4		4		4		4

		19																17		Nursery Procedure Cart		1								1		1		1		1		1		1		1		1

		20																18		Nursery Warmers		12								12		12		12		12		12		12		12		12

																		19		OR Gurney		2								0		0		0		0		0		1		1		1

																		20		OR Lights		1								1		1		1		1		1		1		1		1

																		21		Overhead lights throughout unit (for patient care)		33								33		33		33		33		33		33		33		33

																		22		Post Partum Beds		14								14		14		14		14		14		14		14		14

																		23		Printers		1								1		1		1		1		1		1		2		2

																		24		Pyxis		3								1		1		1		2		2		2		2		2

																		25		Refrigerator		2								1		1		1		2		2		2		2		2

																		26		Telephones		18								5		5		5		5		5		5		7		7

																		27		Ultrasound		1								1		1		1		1		1		1		1		1

		Technology & Equipment Critical Processes																Staffing Positions

				IS Resources		Work Around		RTO Tier #		RTA		Functional Yes/No?		GAP						Positions required?		Normal Level		Post Incident Assessment Inventory		GAP		Physical Presence Required (P), Telecommute (T), or Both (B)		RTO

		1		MS4		Yes		0-2 Hours																						Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		2		Doctors Portal		No		0-2 Hours										1		Asst Manager		2								1		1		1		1		1		1		1		1

		3		EE Timcard:
• Kronos		Yes		2-12 Hours										2		CRNA		4								1		1		1		1		1		1		1		1

		4		Internet Connectivity		Yes		1-3 Days										3		Data Entry Clerk		1								1		1		1		1		1		1		1		1

		5																4		Lactation RN		1								0		0		0		0		0		1		1		1

		6																5		Manager		1								1		1		1		1		1		1		1		1

		7																6		MDs/CNMs - OB		7								1		1		1		1		1		1		1		1

		8																7		MDs/CNMs - Pediatrics		7								1		1		1		1		1		1		1		1

		9																8		RN		36								12		12		12		7		7		7		7		7

		RTO and RTA measured as:																9		Scrub Tech		1								1		1		1		2		2		2		2		2

																		10		Unit Secretaries		4								2		2		2		2		1		1		1		1

																		11

		RTO Definition: Recovery Time Objectives is the duration of time at which a business process must be restored after a disaster in order to avoid unacceptable consequences due to a break in business continuity																12

																		13

																		14

		RTA Definition: Recovery Time Actual is the pre-determined time based on when the team can "actually" recover/restore services																15

																		16

																		17

		Critical Records

				Records		Relevance		Media Type				Physical Protection		Alternate or Backup Source		Function Without		Have Downtime Manual?		Regulatory Requirement		Reporting Agency		Reporting Schedule				RTO

																										Post Incident Assessment Inventory		GAP		Tier 1 0-2 Hrs		Tier 2 2-12 Hrs		Tier 3 12-24 Hrs		Tier 4 1-3 Days		Tier 5 4-7 Days		Tier 6 8-14 Days		Tier 7 15-30 Days		Tier 8 31+ Days

		1		Medical Records		High		Electronic/Paper				Yes		Tape		No		Yes		TJC CDPH		State of California		Weekly						X

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		Departmental Dependencies																Notes:

				Contact Information for Departmental Dependencies		Internal or External Dependencies		Workflow		Location (Onsite Offsite)		Contact

												Contact Name		Company		Phone Number

		1		IT/IS		Internal		Data Communications		Offsite		IS Helpdesk		Hospital IS		510-555-1212

		2		Medical Supplier		External		Medical Supplies		Offsite		John Doe		Medical Company X		888-555-1212

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21
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$ Critical Business Process Defined
A series of logically related activities or tasks when performed together produce a defined set of results.  A business process is considered critical if it creates or possesses value to the department's stakeholders.  The impairment of this process disrupts operations and does not meet customer needs, satisfy mandatory regulations/requirements or allow the execution of the organizations mission.
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Let’s Practice
Business Process

Analysis




Group Exercise # 2a — 30 minutes

Business Process Analysis

Using one or more of the essential functions you
identified in Exercise 1, work as a small group to
identify:

e Critical Business Processes

e Critical Equipment or Resources
e Staffing Positions




Exercise # 2a: Process Check

Were you able to identify the elements?
* What was easy to identify and complete?

* What was difficult to do, if yes, why?

* What other experts would you need to be involved
to complete this appropriately?




Group Exercise # 2b — 15 minutes

Business Process Analysis

Continue completing the other tables on the worksheet:
 Technology and Equipment Critical Processes

e Critical Records

 Departmental Dependencies




Exercise # 2a & b: Report Out
j@))

By

* Were you able to identify the elements of the BPA?

Group report out (10 minutes)

* Was the assighment clear/understandable?

* What was easy to identify and complete?

* What was difficult to do, if yes, why?

* Will this spreadsheet be useful to your Continuity
Planning and EM response???




Business Impact Analysis

Ohjectives




What is a Business Impact Analysis?

BIA identifies the effects of failing to perform an
essential function

e Evaluates RISK

e Evaluates how vulnherable each essential function is
to various threats and hazards

* Helps to identify weaknesses that could
compromise successful essential function
performance

* Can facilitate development of mitigation strategies

Conduct the BIA after the essential functions and
BPA are completed




The Facility Hazard Vulnerability Analysis
(HVA)

To start the Business Impact Analysis (BIA), review
your most current HVA

* External threats and hazards
o Explosions and bombings
o Floods
o Storms: hurricanes, tornados, high winds,

o Loss of utilities: power, communications, water, sewer, HVAC, CYBER-
attack

o Major fire

* Process threats and Hazards
o Inadequate critical supplies

o Failure of a partner or supplier




The Facility HVA

* Internal threats and hazards
oSabotage
olT crash
oWork stoppages
oPoor planning

oDisgruntled employee




Business Impact Analysis Worksheet

Threat and Hazard Analysis

Essential Function Number 1: Cardiovascular Services: Diagnostic

Testing
Threat or EF .
EF i EF Risk
Threat / Threat or Hazard | Hazard | Failure
Entry o Vulnerability Value
Hazard Characteristics Likelihood Impact
H (0-10) (0-30)
(0-10) (0-10)
1




Likelihood

Value Likelihood of threat occurrence

9-10 Extremely Likely — Certainty — Happens often
/-8 Highly Likely — Happens occasionally
5-6 Probable — Happened before; more than once
3-4 Possible — Happened many years ago
1-2 Unlikely — No recent memory of this happening

0 Does not happen




Vulnerability

MEF Vulnerability to Threat or Hazard

0-10 MEF fails — will not be performed

7.8 Significant delays in MEF performance; many
aspects fail

c6 Delays in MEF performance; some aspects fail to be
performed

3-4 Some delays; most of the MEF is performed

12 Minor delays in performance; important aspects
performed

0 MEF will be performed completely and on time

(Source: FEMA)




EF Failure Impact

Value Impact of EF Failure

9-10 Grave impact — extensive death and destruction

Serious impact — death or injury to many people;
/-8 extensive disruption to infrastructure and facilities
over an extended period of time

Significant impact to many people and infrastructure

4 over a period of time
Some impact to a select group of people or portions
3-4 : : : .
of infrastructure over a brief period of time
1 Minor impact to a select group of people for a brief

period of time
0 No impact




Business Impact Analysis

Essential Function Risk Value

Likelihood of
Occurrence + Vulnerability + Impact

Source: FEMA




Business Impact Analysis Worksheet
Threat and Hazard Analysis

Essential Function Number 1:

Cardiovascular Services: Diagnostic Testing

Threat or o EF EF Risk
Entr Hazard Failure
v Threat / Threat or Hazard o Vulnerability Value
# o Likelihood Impact
Hazard Characteristics (0-10) (0-30)
(0-10) (0-10)
Catecory 4 Sustained winds >130
EoTY MPH; flooding, building
1 or5 , 6 10 10 26
, damage, power lines
hurricane _
down, facilities closed
Truck bomb seriously
Nearby 4 buildi
amages buildings,
2 buildings & & 2 9 7 18

kills/injures employees,
bombed
records destroyed
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Business Impact Analysis

The higher the EF risk value = the higher the risk
and likelihood

Resources, time, energy should be focused on
addressing the highest risk hazards or has the
most impact on multiple hazards




Relationship to Hazards and Risks

Suggestion:

* When conducting the Continuity planning with staff, do
not introduce risk until the end of the processes

* Perhaps the persons with the most emergency
management background (E.g., safety committee, EM
committee) should rank the EF to the risks




Questions?




Let’ s Practice

Business Impact Analysis




Business Impact Analysis

Exercise #3 — 20 Minutes

Using one or more of the essential functions you
identified in Exercise 1, work as a small group to:

* |dentify the greatest two threats / hazards / vulnerabilities
to your organization today

e Describe the threat characteristics

e Using the essential function(s), rate the:
o Likelihood

o Vulnerability
o Failure Impact

e (Calculate the EF Risk Value




Business Impact Analysis Worksheet
Threat and Hazard Analysis

Essential Function Number 1: Cardiovascular Services - Diagnostic

Testing
Threat or o EF

. EF Risk
= Threat or Threat or Hazard Hazard Vulnerability Failure Value

Y Hazard Characteristics Likelihood Impact
& (0-10) (0-30)

(0-10) (0-10)

Sustained winds >130
Category 4

MPH; flooding, building
1 or5 , 6 10 10 26
_ damage, power lines
hurricane o
down, facilities closed

Nearb Truck bomb seriously
ea
Y damages buildings,

2 buildings | ., . 2 9 7 18
kills/injures employees,




Exercise # 3: Report Out

Group report out (10 minutes)
Was the assignment clear/understandable?
Were you able to identify the elements of the BIA?
What was easy to identify and complete? p
What was difficult to do and why? >

5

s




Questions?




Review of Material Covered Thus Far

The key elements of a Continuity Plan:
* Essential functions
o ldentifying what needs to be accomplished
e Business Process Analysis
o ldentifying how to accomplish the essential function
e Business Impact Analysis

o ldentifying how vulnerable the essential function is to highest risk
threats

This is the most important work to do!




The Importance of Mitigation to
Decrease EF Vulnerability




Mitigation Defined

Mitigation is the activities/actions that
reduce the likelihood that the essential
functions will be impacted by
emergencies




Evaluate Risk Mitigation Needs

Using the BIA results, identify unacceptably high
risks to essential performance functions

System-wide unacceptable high risks may be a
computer virus that wipes out your IT system

Prioritize where mitigation efforts are most
effectively implemented with the highest return and
lowest/most reasonable cost




Questions?







Additional
Continuity Plan

Elements To Develop




Other Continuity Plan Elements

Lines of succession Protection of records and

Delegation of Authority databases

. N Recovery/Reconstitution
Continuity Plan Activation v/

: Devolution
Staff assignments and Re-
deployment Training and Exercise Plan
Alternate facilities Plan approval, distribution,

and maintenance

Communications




Continuity of Leadership and
Decision Making

Orders of Delegations of
Succession Authority




Orders/Lines of Succession

Orders of succession show who assumes authority and
responsibility if leadership is incapacitated or

unavailable

o Reinforces the emergency management tenet that one
person can perform several functions, and several
individuals can perform a function

Orders must include:

o The conditions that succession would take place;

o The method of notifications; and

o The conditions that power would return to the designated
leader

GIBBAIL
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Lines of Succession

® Successions should be 3-4 deep
®* How should lines of succession be created for
positions?
o Review your facility organizational chart
o Determine key positions
o Determine the personnel who will assume the key
position




ICU Lines of Succession

Office Cell Home Personal
Name Phone Phone Phone Cell Phone E-Mail
Number Number Number Number
Work:
N Ratched (888) 555 (888) 555- | (888) 555 hurseratched@nofinmyhospl
urse Ratched, - - - tal.org
Manager RN 3036 0116 3607 N/A _
Home:
ratchedathome@agmail.com
1St
. (555) 555- (888) 555- Work:
Sucz;ess Brad Pitt, RN 9703 N/A N/A 6039 brad.pitt@myhospital.org
2 (888) 555- | (888) 555- | (888) 555- | (888) 555- Work:
Sucocress Hugh Jackman 9712 6342 8877 3001 huqh.lackmar;;d)ohsohunkv.o
SUS;SS Charlize (888) 555- | (888) 555- | (888) 555- | (888) 555- nonevourbu\gi/r?;ts@qmail .
Theron 3124 4545 9427 0010 - :

or

m



mailto:nurse.ratched@notinmyhospital.org
mailto:nurse.ratched@notinmyhospital.org
mailto:ratchedathome@gmail.com
mailto:brad.pitt@myhospital.org
mailto:hugh.jackman@ohsohunky.org
mailto:hugh.jackman@ohsohunky.org
mailto:noneyourbusiness@gmail.com
mailto:noneyourbusiness@gmail.com

Essential Personnel

Personnel designated by the Administration,
Management and/or the Emergency Response
Team to be critical to the continuation of key

operations (essential functions) and services in
the event of a Continuity Plan activation




Delegations of Authority

Delegations of Authority

* |[dentify who has the legal right to act on behalf of the
hospital’s leadership

* Take effect when channels of normal direction and control
are disrupted

* Will lapse when those channels are reestablished

* Ensures continued operation of the hospital and its
essential functions, rapid response to emergencies and
allows for key policy determinations and decisions to be
made when needed




Delegation of Authority

Delegations of Authority should include: {
* The authority that is being delegated

* To whom the authority is being delegated
oBy title and not name
* Limits of that authority

* Circumstances in which delegated authorities will become
effective and when they will terminate

YOU HAVE TO DELEGATE
SOME AUTHORITY!

* The successor’s authority to re-delegate those
responsibilities



http://www.soft9000.com/blog9000/index.php?m=09&y=13&entry=entry130924-105836
https://creativecommons.org/licenses/by/3.0/

When conditions make

1. Assistant Dept Mgr

Evacuate the . . Department

coming to or remaining in 2. Charge Nurse
department Manager

the department unsafe 3. Senior RN

i o 1. Assistant Dept Mgr

Allow staff to When the pre |dent|f!eo! Department ’ .

department leadership is 2. Dept Mgr s Supervisor
leave work . Manager

not available 3. HR Manager

1. Senior RN
Non-usual When the pre-identified ’
. . 2. Charge Nurse' s
patient care |department leadership is | Charge Nurse )
. Supervisor
procedures | not available
3.CNO

When the pre-identified 1. Assistant Dept Mgr

Purchase . . Department , :
: senior leadership is not 2. Dept Mgr s Supervisor

supplies Manager

available

3. Finance Director




Cross Walk the CP to the EOP

Orders of succession and delegations of authority are
elements that may already be a part of the hospital’ s

Emergency Operations Plan or in an administrative

policy
* If yes, a reference may be made in the CP as to where it
is located and not re-cite in the CP

* Anyone accessing the Continuity Plan must be able to
easily find these elements




Continuity Plan Activation @

e Be prepared to activate the CP for all
emergencies regardless of warning period or
time of day

e [f necessary and a relocation is imminent,
activate your Evacuation Plan for patient care
while also working in coordination with CP to
transfer essential functions, personnel, records
and equipment to alternate operating facilities




Continuity Plan Activation

Level of Emergency

Impact on Facility

Up to 12 hours of disruption

12 - 72 hours
Limited COOP activation

1 or 2 essential functions up to 3 days
Alternate site; >1 week

1 or 2 functions, 3 - 14 days

1V Possible order of succession

Alternate site; < 1 week

Entire center disruption lasting 14 days
Vv Activation of succession

Movement of operations to alternate site
GLSEAL




Staff Assignment/Re-Deployment

|dentify Staffing/Personnel needed to maintain
essential/priority programs and services
Ensure there are procedures for recalling staff

back into the facility

o Staff can be prioritized for recall

o Can use multi-media methods to recall staff (see
Communications)

Implement cross-training for each or groups of

Essential Function(s)




Alternate Facilities

e Evacuation Plans should identify alternate facilities
o Other hospitals
o Non-traditional sites (e.g., fairgrounds)
e When identifying your alternate facilities that are

nearby
o Site may have been offered to multiple other

entities as an alternate facility
= E.g., fairgrounds may be the alternate site for a fire
camp

o Site may be affected by the same incident as
your facility if the interruption is regional




Protection of Vital Records & Databases

e |dentify specific types of records and
databases needed for each Essential
Function

e Vital records and databases include any
patient records, HR documents,
references, records, and information
systems

e All essential data systems need to be
accessible

e Discuss alternate modes of storage such as
virtual “cloud-based” storage and back-up
servers out of the area




Essential Vendors

ldentify key vendors and alternates that can provide
the organization vital resources

o Supplies, equipment and services

o Resources that maintain the safety and well-being of the
clients and overall operation of the organization

You may ask your
vendors contracting with
you: Do you have a CP
for your services???




Essential Vendors

Multiple organizations may use the same vendors
and have MOUs/agreements

When the incident happens, who “gets” critical
supplies first?

* Does the vendor have a Continuity Plan to ensure
services/product delivery?

* Depending on the emergency, how will the vendor get to
you to deliver supplies?

* Include participation in exercises in vendor contracts and
agreements

@I%GML 182




Key Facility Policies

o Identify your facility policies and procedures that
pertain to continuity planning
e Suggested policies for emergency/CP situations

O

Employee call back, absenteeism, discipline,
dismissal

Employee pay (ensuring you can get their salaries
to them on time!)

Facility closure

Alternate work modalities (telecommute/VPN)
Alternate service delivery



Do You Have Policies to Recall Staff?

e Some of the issues that may affect a timely
recall could be:

O
O
O

O O O O

Alternative transportation to the facility
Emergency housing
Day care for staff chlldren/dependent adults, all
hours - g

Pet care (yes really!) peisiner

Short term financial aid for impacted employees
Security/access to new location

Payroll continuity




f !

Communications f

e Develop and maintain a communication plan for
employees
e Social Media in Continuity of Operations Planning
o Social Media Policies for Employees
o If you have a company Facebook or Twitter account,
how are they monitored for information and rumor
control during emergency situations



http://www.google.com/imgres?imgurl=http://www.globwon.com/images/smart%20phone%20m89.jpg&imgrefurl=http://www.globwon.com/index.php?main_page=product_info&cPath=24&products_id=307&usg=__g-Jc4BaT6NsMFItA_FwXB3045jI=&h=310&w=277&sz=72&hl=en&start=8&sig2=QCXPVC4wqF4IO94-EBr_pg&zoom=1&tbnid=XJglOrFHDVrEvM:&tbnh=117&tbnw=105&ei=5-KNTuf1LfCmsAL8tLW4AQ&prev=/images?q=pictures+of+smart+phone&hl=en&sa=X&tbm=isch&itbs=1

Communications

e Social Media considerations
o How is access to social media at work handled at
your facility?
o (Can staff access social media on work computers?

= Does this include EOC computers and phones?

= Will employees need to use personal phones and
computers?

e How will you communicate to the families and the public
should you implement your alternate facility?




Emergency Communications

* Maintain capability to communicate with key
partners and emergency managers, including:

O
O

O O O O O O

Local emergency management authorities

Local emergency responders (e.g., police, fire, EMTs, ambulance
providers)

Facility staff/residents/volunteers
Patients” families and friends

Other local health care facilities, partners
Regulatory/licensing agencies

Suppliers/vendors
Others (e.g., parent company, media, hospital association)




Recovery/Reconstitution

®* Recovery is a time phased approach of resuming
normal operations
o Returning operations back to normal (or a new normal)
o A phasing in of the non-essential functions
o The process of returning personnel and operations back

to its primary or new facility

 Arecovery plan should contain procedures for the

smooth transition from the relocation site to a hew or

restored primary facility @ e
HOSPITAL




Devolution

* Devolution is defined as a major loss of senior
management and leadership that requires a
complete transfer of command and control of all
essential functions

* If the facility or a department suffers a significant
loss of management capacity, what alternatives
are feasible for re-assigning functional
responsibilities to another facility?




Training and Exercising

Training, Testing and Exercising is Critical
Continuity of Essential Functions and Services
Alert, notification and activation procedures

Communication Systems I AN
Vital records and databases S
Information technology systems 0—

Reconstitution procedures

Other aspects dependent on hospital operations
Incorporate aspects of CP into EM exercises




~yaanmngd

e
KNOW R

Training and Exercising %

Q\ . .aav

e Test the elements and refine them rather than
trying to test the whole Continuity Plan

e Example
o Hold an exercise beginning at the trigger of the
event (emergency response), then

o Come back later and use the same scenario but
later in the operational periods where continuity
plan response is needed




After Exercise Assessment /
Improvement

®* Record performance accurately in after-action
reports

®* Address areas of improvement in future training and
exercises

* Implement after-action report recommendations




Plan Finalization and Distribution

Once the Continuity Plan is completed

®* Present for review and approval
Safety Committee
Managers
Administration and Leadership
The Board (if applicable)
* Specify document security controls
®* Recruit and train CP response team members
o May rotate members but need to have an ongoing,
active team

* Promote, train, test, exercise, and improve

O
O
O
O




Plan Maintenance

®* Maintenance of the Continuity Plan must include
o Scheduled, periodic reviews of documents and team
preparedness, AND
o Event-driven actions where appropriate

°* A maintenance plan is necessary to assure a

comprehensive and up-to-date CP

o Team member names and contact information

o Critical resource requirements

o Essential functions and key activities or processes
o Suggest updating quarterly




Continuity Planning is a Multi-year
Process!

* Break down the steps in manageable “bites” and
set realistic timelines!

* Address the top priority elements first
o Hazard Vulnerability Assessment
Identification of Essential Functions

O
o Succession Planning
o |ldentification of Critical Recniirce Needs and

FEEDBACK

Vendors




Questions?

®




Continuity Planning Resources
Used to Develop this Presentation
and Recommended for
Development of Your Continuity
Plan Follow




Resources

FEMA Online Courses

olntroduction to Continuity of Operations —ICS 1300
http://training.fema.gov/EMIWeb/IS/courseOverview.aspx?cod
e=IS-547.a

Continuity Guidance Circular (CGC) — contains several
resource documents and tools

https://www.fema.gov/emergency-managers/national-
preparedness/continuity/circular



http://training.fema.gov/EMIWeb/IS/courseOverview.aspx?code=IS-547.a
http://training.fema.gov/EMIWeb/IS/courseOverview.aspx?code=IS-547.a
https://www.fema.gov/emergency-managers/national-preparedness/continuity/circular
https://www.fema.gov/emergency-managers/national-preparedness/continuity/circular

FEMA CP Documents

California Hospital Association Continuity Planning
website

www.calhospitalprepare.org/continuity-resources

ASPR Healthcare COOP Template
Excerpted from Healthcare COOP & Recovery Planning:

Concepts, Principles, Templates & Resources (Jan 2015)

http://www.phe.gov/Preparedness/planning/hpp/reports/Docu
ments/hc-coop2-recovery.pdf



http://www.calhospitalprepare.org/continuity-resources
http://www.phe.gov/Preparedness/planning/hpp/reports/Documents/hc-coop2-recovery.pdf
http://www.phe.gov/Preparedness/planning/hpp/reports/Documents/hc-coop2-recovery.pdf

And Lastly

ASPR Continuity Resources/CMS Rule

www.asprtracie.hhs.gov/cmsrule



http://www.asprtracie.hhs.gov/cmsrule

Questions?




Let’s Review The

Last Two Days




Course Objectives

Discuss the Responsibilities of the Healthcare Coalition
Members in Continuity Planning

Compare and Contrast Continuity and Emergency
Management

Identify the Elements of a Continuity Plan

Utilize the Hazard Vulnerability (Risk) Assessment to Guide
Continuity Planning

Identify and Prioritize Essential Functions
Conduct a Business Process and Impact Analysis

Outline Next Steps in the Development of the Hospital
Continuity Plan

Provide Resources for Continuity Planning




Today We Touched On the Next Steps

® QOther Elements of a Continuity Plan
_ines of succession

Delegation of Authority

Continuity Plan Activation

Staff assignments and Re-deployment
Alternate facilities

Communications

Protection of records and databases
Recovery/Reconstitution

Devolution

Training and Exercise Plan

Plan approval, distribution, and maintenance

O 0O o o 0O O o O O O O




Did we meet those objectives?

Thumbs up or down in chat!




You can do this!

Continuity Planning:
One Step at a Time!




Persistence!




Your feedback is important!

Complete the Poll

It is anonymous unless you decide to enter
your name at the end

We appreciate your input and suggestions!




Thank You!!!

Cheryl Starling, RN

Cheryl.starling@gvcl.com

Paul Penn

Paul.penn@gvcl.com



mailto:Cheryl.starling@gvc1.com
mailto:Paul.penn@gvc1.com
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